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Purpose

Controlled substances (CS) diver-
sion in health systems can lead to ser-
ious patient safety issues, harm to the
diverter, and significant liability risk
to the organization. Diversion puts
patients at risk of harm, directly or in-
directly, including inadequate relief of

pain, inaccurate documentation of their
care in the medical record, exposure
to infectious diseases from contamin-
ated needles and drugs, and impaired
healthcare worker (HCW) perform-
ance."” In addition to patient harm,
there are regulatory and legal risks to
the organization, including fraudu-
lent billing and liability for resulting
damages, and decreased community
confidence in the healthcare system.
These guidelines provide a detailed and
comprehensive framework to support
organizations in developing their CS
diversion prevention program (CSDPP)
in order to protect patients, HCWs,
the organization, and the community
at-large. Ultimately, each organization
is responsible for developing a CSDPP
that complies with applicable federal
and state laws and regulations, but also
one that applies technology and dili-
gent surveillance to routinely review
process compliance and effectiveness,
strengthen controls, and seek to pro-
actively prevent or detect diversion.>*
Although rarely discussed openly,
diversion of CS is common, and ser-
ious events have highlighted the preva-
lence of this issue and its implications.
It is estimated that 10% to 15% of HCWs
misuse alcohol or drugs at some point
in their careers, which is similar to the
general population.® HCWs may also
divert for sale or for use by someone
else. With the role HCWs have in taking
care of patients and the accessibility
of CS in their work environment, or-
ganizations must routinely evaluate
their employees, systems, and patient
care environments for opportunities
to prevent diversion.” It is impera-
tive that healthcare organizations de-
velop CSDPPs that include support
systems for the workforce (eg, em-
ployee assistance programs, profes-
sional monitoring programs), methods
to monitor the effectiveness of diver-
sion prevention efforts, and patient
safety considerations. Education on
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the signs and symptoms of impaired
HCWs—supported by rigorous moni-
toring and surveillance, human re-
sources management, awareness of
state and national diversion reporting
requirements, and substance abuse
treatment programs—is paramount for
healthcare organizations. In addition,
healthcare organizations are not im-
mune to the larger societal issues asso-
ciated with substance abuse, including
the recent exponential rise in acci-
dental overdoses, and should therefore
ensure that there are systems in place to
positively influence procurement and
storage, prescribing, preparation and
dispensing, administration, and proper
disposal and wasting of CS.%**

There are many points in the medi-
cation management process where di-
version may occur (Figure 1). CSDPPs
that build in tight control through
process checks and balances, dili-
gent surveillance, and prompt inter-
ventions are required to prevent,
promptly identify, and investigate
suspected diversion. Such programs
require proactive surveillance and a
rapid response by key stakeholders,
using established processes and time
frames as defined by the organization.
Clear policies, procedures, and lines
of accountability must be in place for
conducting such investigations, re-
porting findings, and implementing
corrective action plans in a timely
and thorough manner. The purpose
of these guidelines is to provide guid-
ance to health systems on planning
for and implementing best practices
when establishing a comprehensive
CSDPP. Making a comprehensive
CSDPP a strategic priority will require
engaged leadership oversight that
promotes a culture of organizational
awareness and transparency, imple-
ments and evaluates the effectiveness
of systems and processes, and works
toward continuous improvement. The
guidelines provide recommendations
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Figure 1. Examples of common risk points and methods of diversion. ADC
indicates automated dispensing cabinet; CS, controlled substances; DEA, Drug

Enforcement Administration.

Procurement and Storage

Prescribing

e Prescriber self-prescribes CS

Preparation and Dispensing

e Multi-dose vial overfill is diverted

Administration

¢ Purchase order and packing slip removed from records
¢ Unauthorized individual orders CS on stolen DEA 222 form
¢ Product container is compromised

¢ Prescription pads are diverted and forged to obtain CS

e Verbal orders for CS created, but not verified by the prescriber
¢ Written prescriptions altered by patients

e CS are replaced by product of similar appearance when prepackaging
¢ Removing volume from pre-mixed solutions

¢ Prepared syringe contents replaced with saline solution

e CS are withdrawn from an ADC on discharged or referred patient

¢ Medication is documented as given but not administered to patient
¢ Waste is not adequately witnessed and subsequently diverted

e Substitute drug is removed and administered while CS are diverted

Waste, Removal, and Destruction

¢ CS waste is removed from unsecure waste container
e CS waste in syringe is replaced with saline
e Expired CS are diverted from holding area

on developing CS diversion preven-
tion strategies and a framework for
integrating those strategies into a com-
prehensive organizational program
that ensures consistent implementa-
tion across the organization, regard-
less of setting. The recommendations
outline a collaborative, interdiscip-
linary approach to and accountability
for CS diversion prevention and re-
sponse within the organization. Some
topics outlined in these guidelines
are the subjects of other ASHP Best
Practices documents, which should
be referred to for additional informa-
tion and guidance. Pharmacy leader-
ship and other key stakeholders within
healthcare organizations should use
their professional judgment when
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determining applicability to their own
needs and circumstances.

Scope

These guidelines address all set-
tings in which health-system pharma-
cies typically have responsibility for
purchasing, procuring, distributing,
wasting, and disposing of CS, including,
but not limited to, acute care settings,
outpatient and community pharma-
cies, organization-owned clinics, long-
term care facilities, physician practices,
and free-standing emergency rooms
and ambulatory surgery centers. The
broad range of CS diversion preven-
tion strategies recommended in this
document supports a culture of safety
for patients and HCWs and defines

Figure 2. Controlled substances di-
version prevention program.

Core
Elements

i * Human Resources
/ System-Leve|  Management
 Automation and Technology

/ Controls . Survellance

Individual-

k Level Controls -

how to address impaired HCWs. To en-
courage dissemination and adoption
of these strategies and recommenda-
tions, Appendix A defines terms used
in this document and in diversion
prevention generally. Appendix B pro-
vides additional guidance regarding
implementation strategies, examples of
best practices, and key action steps de-
scribed within the guidelines that can
assist in self-assessment. Some of these
approaches are relatively straightfor-
ward and can be implemented within
the pharmacy. Other approaches are
more complex and require collabor-
ation throughout the organization and,
in some cases, with vendors. Successful
diversion prevention requires system-
atic attention to and integration of both
types of approaches. When selecting
and implementing these strategies, it
is essential that the organization re-
main mindful of patient safety and the
quality of patient care; patients must
still be ensured access to timely care
and effective pain management.

Core elements of a CSDPP

A comprehensive CSDPP includes
core administrative elements (eg, legal
and regulatory requirements, organ-
ization oversight and accountability),
system-level controls (eg, human re-
sources management, automation and
technology, monitoring and surveil-
lance, and investigation and reporting),
and individual-level controls (eg, chain
of custody; storage and security; in-
ternal pharmacy controls; prescribing
and administration; returns, waste, and
disposal) (Figure 2). This framework is
driven by key principles that include a
collaborative approach, setting clear
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lines of accountability and respon-
sibility, implementation of standard
processes, and a culture of continuous
readiness and quality improvement.
When an organization has locations
with multiple Drug Enforcement
Administration (DEA) licenses, all or-
ganizational policies and procedures
related to the CSDPP should be applied
consistently.

Legal and regulatory
requirements

The movement and transfer of CS,
from procurement and storage to pre-
scribing, dispensing, administration,
waste, and disposal, is highly regulated
by federal and state laws and regula-
tions as well as compliance standards
(eg, those of accrediting organiza-
tions and the Centers for Medicare &
Medicaid Services). These require-
ments must serve as the foundation
for the organization’s policies and pro-
cedures.®™'%” Whether implemented
manually or through the use of tech-
nology, policies and procedures must
reflect current legal and regulatory re-
quirements, including, but not limited
to, those pertaining to records retention
and forms completion; DEA registra-
tion and power-of-attorney designa-
tions; procurement and accounting of
inventory, including biennial inven-
tory; security and storage; prescription
authentication and reporting (eg, pre-
scription monitoring programs); sur-
veillance, investigation and reporting
of CS diversion or loss; authoriza-
tion to access CS (ie, to procure, pre-
scribe, handle, transport, dispense, or
administer); and documentation of
waste and transfer. When applicable,
the CSDPP integrates requirements of
state-level CSDPPs and procedures,
such as those required by professional
licensure boards.

Billing and fraud implications.
CS diversion also has billing fraud im-
plications. When there are diversions
with known documentation or pro-
cesses that have impacted the integrity
of the billing process, additional ac-
tions may be required. Organizations,
with input from pharmacy, should take

the initiative to self-monitor practices
to prevent, identify, and correct poten-
tial fraud, waste, or abuse in collabor-
ation with relevant departments (eg,
corporate compliance, finance, and in-
ternal audit).'®

DEA registrations. The organiza-
tion should be aware of applicable DEA
registrations under its control and ap-
point a registrant who will be account-
able for enforcement of requirements.
Registrations and powers of attorney is-
sued by a DEA registrant should be cur-
rent and re-evaluated on a regular basis
(ie, at least annually). There should be
procedures in place for reporting sus-
pected or known diversion to DEA and
other required local authorities, with
the designated person submitting re-
ports in accordance with requirements.
Local DEA and law enforcement may
vary in their requirements and prefer-
ences for how and when to report sus-
pected diversion or theft. Furthermore,
states vary in their requirements for
who may handle and transport CS, for
licensure and registration of providers,
and for provider assistance programs.
Those responsible for their CSDPP
should be familiar with local and state
requirements and work collaboratively
to minimize risk to the organization
and ensure public safety. Organizations
should ensure completeness and in-
tegrity of required documentation,
required elements in manual and elec-
tronic forms of documentation (ie, pro-
curement and disposition records and
inventories), surveillance findings and
actions, discrepancy investigations,
and reports to DEA and other author-
ities; such documentation should be
readily retrievable for the minimum
timeframe established by law and as re-
quired by the organization.

Patient’s own medications,
medical cannabis, marijuana,
and illicit substances. Healthcare
organizations should develop proced-
ures for the disposition of patients’ CS,
medical cannabis, marijuana, and il-
licit substances brought into a facility.'®
Policies and procedures should address
notification of the local authorities and
referral to substance abuse programs
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when patients bring illicit substances
into the organization, as required by
law.*® Pharmacy leaders, represen-
tatives of other affected HCWs, and
the security department should work
closely with the organization’s legal
counsel to interpret and weigh legal,
regulatory, and accreditation require-
ments regarding these substances, as
well as the rights of individual patients,
in developing the organization’s pol-
icies. It should be noted that, especially
in the case of medical cannabis and
marijuana, possession and prescrip-
tion laws vary from state to state.

Organization oversight and
accountability

It is imperative that organizations
establish a CSDPP that discourages di-
version and strengthens accountability,
rapidly identifies suspected diversion
and responds to known or suspected
diversion incidents, and continually
seeks to improve controls. Strong or-
ganization oversight with broad HCW
participation and a clear accountability
structure provides a framework for a
capable program.

Organizations should support the
CSDPP by providing adequate re-
sources, including human resources,
facility controls, and technology. The
pharmacy executive, whose central role
is responsibility for the organization’s
medication-use system, will be an es-
sential resource for a successful CSDPP.
Key elements for organization oversight
and accountability include the fol-
lowing (see Appendix B for additional
guidance):

o The organization establishes an
interdisciplinary CS management
program in compliance with statu-
tory and regulatory requirements
and with systems that discourage
diversion and enhance account-
ability. Established policies and
procedures address all points of
access, reflect a segregation of
duties where there are overlapping
processes for diversion risk, and
ensure that the chain of custody
and individual accountability are
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maintained, documented, and veri-
fiable at all times.

o CS-related policies are reviewed at
regular intervals and when there is a
notable change in the organization’s
circumstances or structure (eg, add-
itional campuses, departments, or
service lines) to ensure that they are
current, meet applicable practice
standards, reflect best practices when
possible, and are consistent across
the organization.

o HCWs authorized to access or handle
CS are trained and competent in
established policies, procedures, and
regulatory requirements.

o Aspartofits CSDPP, an organization
defines a structure that identifies
and supports specific organization
accountabilities with respect to
oversight and implementation of the
program.

o The organization establishes an
interdisciplinary CSDPP committee
to provide leadership and direction
for developing policies and proced-
ures and for overseeing the CSDPP.
The CSDPP committee is proactive in
its prevention efforts and addresses
prevention control, diversion detec-
tion, incident investigation, reporting
procedures, and quality improvement
activities.

e The CSDPP committee is led by a
designated diversion officer who co-
ordinates all aspects of the program.
The functions of this committee are
integrated with existing compliance
management programs, and the
committee reports at least quarterly
directly to the senior leadership of the
organization.

o Committee members are identified
and have clear roles with defined
expectations. Suggested committee
membership includes staff from the
following departments: medicine,
anesthesia, pharmacy, nursing,
security, human resources, compli-
ance, risk management, administra-
tion, legal, media/communications,
information technology, and
employee health. Pharmacy must
have a leadership role on the CSDPP
committee.
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o Adiversion response team should be
established to respond immediately
to suspected incidents and report
findings to the CSDPP. Stakeholder
notifications should be tiered and
based on the stage and findings of the
investigation.

Human resources
management

It is important that healthcare or-
ganizations approach CS diversion
prevention with the same diligence
they would apply to any potential com-
promise to patient safety and create a
culture of awareness that supports an
effective organization-wide CSDPP.
A comprehensive human resources ap-
proach to support the CSDPP should at
a minimum include (1) a written em-
ployee and provider substance abuse
policy and procedures; (2) an HCW
education and awareness program; (3)
a supervisor training program; (4) an
employee and provider assistance pro-
gram; (5) peer support and systems (eg,
pharmacist recovery networks); (6) re-
quirements for drug testing, including
a for-cause policy for drug and blood-
borne pathogen testing; (7) return-
to-work policies for HCWs?; and (8)
sanctions for performance and diver-
sion violations. Pharmacists should
participate in or contribute to the de-
velopment of substance abuse preven-
tion and assistance programs within
healthcare organizations.*

First and foremost, organizations
must implement policies to protect pa-
tients from potential harm related to
substance abuse and diversionand have
a process to remove an HCW suspected
of being impaired from delivering pa-
tient care and to prevent further access
to CS either pending investigation or
after a confirmed diversion or policy
breach. Organization policies should
ensure compliance with federal and
state laws regarding referral to local law
enforcement and applicable licensing
boards. The organization’s senior lead-
ership should determine the repercus-
sions or sanctions for confirmed thefts
or diversion, and should ensure that

those repercussions or sanctions are
consistently applied across all locations
and disciplines. HCW sanctions should
take into account whether the HCW is
supporting his or her own substance
use disorder (or that of an associate)
or there has been theft of CS for sale
and financial gain. The organization’s
substance abuse policy should ad-
dress circumstances in which an HCW
is diverting to support a substance use
disorder. Such diversion should be re-
ferred to applicable licensing boards,
and the HCW should be referred to a
substance abuse program. The sub-
stance abuse policy should also ad-
dress actions to take when a person
separates from the employer during the
course of an investigation or does not
comply with substance abuse program
or other requirements, and includes
guidance on when the organization
should inform local authorities and the
relevant licensing board.

There are signs that signal possible
CS diversion, and all HCWs need to
understand their role in recognizing
diversion. The organization’s se-
nior leadership should communicate
the expectation that HCWs speak up
when they become aware of or suspect
an issue related to CS diversion and
should ensure that HCWs will be pro-
tected from retaliation if they report
a suspected issue related to CS diver-
sion. The organization should there-
fore establish and communicate ways
for HCWs to speak up anonymously
(eg, compliance hotline, paper or elec-
tronic submission), preferably to a neu-
tral party. The organization should treat
such information as confidential and
take all reasonable steps to protect the
confidentiality of the information and
the identity of the HCW furnishing the
information.

All HCWs should receive initial
orientation and annual education in
diversion prevention and substance
abuse and diversion awareness (signs
and behavior patterns and symptoms
of impairment) and reporting options.
Initial education and at least annual
competency assessment on medica-
tion diversion and CS policies and
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procedures should be required be-
fore granting, or continuing to grant,
an HCW authorization to access CS.
HCWs should be made aware that
random compliance checks will occur
and that HCWs will be held account-
able for complete compliance with
policies, laws, and record-keeping
requirements. Furthermore, the em-
ployer should inform HCWs that they
have the responsibility to report sus-
pected drug diversion and that the em-
ployer will treat such information as
confidential.'® The organization should
emphasize the importance of reporting
the signs of a potentially impaired
HCW or suspected CS diversion and
the potential impact on patient care,
including ramifications for failure to
report. Managers should also receive
training about signs, symptoms, and
behavior alerts; what to do when they
suspectan HCW is impaired; managing
an HCW in recovery; and their respon-
sibilities should they become aware of
a known or suspected diversion.

The organization should establish a
process to support recovery for HCWs
who are diverting CS for an active sub-
stance abuse problem (ie, an employee
assistance program process, which may
include mandatory program referral,
reporting to the relevant state board
or professional assistance program,
and a contract for the HCW’s return to
work). Drug testing for cause should be
permitted, and, as required for investi-
gations or by licensing boards or other
employment contracts, organizations
should implement standardized and
reliable testing and validation for drug
screening. The organization should
have policies to address the assessment
of an HCW’s ability to return to patient
care when there has been a for-cause
investigation. Furthermore, the organ-
ization should have a policy that ad-
dresses how to handle situations when
there may be an additional impact on
patient care, such as an infection con-
trol risk, and should address require-
ments for further testing (eg, human
immunodeficiency virus, hepatitis C).

If HCW services are contracted,
agreements should ensure that all

contracted HCWs receive education
regarding CS and that the contracted
company will immediately notify the
organization if there is disciplinary ac-
tion against an HCW or if an HCW is re-
moved because of an impairment issue.
Furthermore, for contracted HCWs, the
contract should define or otherwise
provide clear processes and account-
ability for monitoring, investigating,
and reporting suspected diversion, and
there should be transparency with re-
gard to sanctions, external reporting,
and remediation.

Organizations will need to estab-
lish policies and procedures to manage
situations and offer staff support (eg,
bereavement support, employee assist-
ance programs) when diversion results
in an HCW overdose or death in the
workplace. These situations will require
all of the investigation and discovery
aspects of any suspected diversion, but
will also require that determinations be
made regarding which authorities need
to be immediately contacted, whether
evidence will need to be quarantined,
and whether and how the chain of cus-
tody will be documented. See Appendix
B for additional guidance.

Automation and technology

Automated dispensing technology,
including automated dispensing cab-
inets (ADCs), prepackaging devices,
and diversion monitoring software,
have been developed to assist with the
management of CS, including inventory
control; documentation of removal, ad-
ministration, and waste; billing; chain
of custody tracking; and auditing.* The
use of ADCs has become the standard
of care for the medication-use process
in healthcare systems because they are
essential to provide quality patient care,
provide secure yet accessible storage of
medications, and ensure viability of the
medication-use process in healthcare
organizations.” Automated dispensing
and surveillance solutions that sup-
port adequate control, surveillance,
and auditing processes should be im-
plemented, at minimum, in high-risk
areas. For example, areas commonly
considered to be high risk include the
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main pharmacy CS vault, anesthesia
and procedural areas, emergency de-
partments, surgery centers, and remote
locations. Despite their perceived ease
of implementation and use, automated
dispensing and surveillance technolo-
gies still require diligence in the de-
velopment of meaningful and readily
retrievable reports, investigation of
trends and variances, and review of
the impact of changes in the auto-
mation technology. Pharmacists and
other stakeholders in the organization
should only engage with vendors who
will work collaboratively to develop ad-
equate implementation testing, HCW
training, and maintenance and up-
grade plans for their technology solu-
tions. Key elements of automation and
technology to support a CSDPP include
the following (see Appendix B for add-
itional guidance):

e Aninterdisciplinary team that in-
cludes pharmacy representation
participates in the selection and
implementation of all medication-
related automated systems (eg, sur-
veillance software) and technology
(eg, ADCs, syringe and infusion
pumps, security devices) to ensure
they support diversion control, sur-
veillance, and auditing of CS and
meet legal, regulatory, and function-
ality requirements. Pharmacy has an
integral role in the selection and im-
plementation process. Any changes
or upgrades to existing technology
are reviewed by key stakeholders,
including pharmacy, to assess the
impact on systems of control, surveil-
lance, and auditing, and the changes
are tested and vetted to ensure that
implementation meets legal, regula-
tory, and functionality requirements.
A report of this assessment and any
gaps identified with the new system/
upgrade and a plan for remedy are
documented in a formal report and
reviewed by the CSDPP committee
before implementation.

o CS management automation and
technology vendors collaborate with
healthcare organizations to provide
adequate solutions that support
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control, surveillance, and auditing
functions that address the entire
chain of custody, up to and including
administration to the patient, and
have the ability to track waste, iden-
tify discrepancies, and pull data from
technology systems into actionable
reports, including, but not limited to,
trending of information that supports
diversion surveillance.

o Technology solutions facilitate and
clearly document chain of custody
points, wherever possible.

o Storage and access to CS within
ADCs is limited to unit-of-use, when
possible, and access is restricted to
one drug and strength at a time (ie,
matrix drawers should not be used).

¢ Records generated from technology
solutions are readily retrievable and
contain information required to con-
duct investigations and fulfill inves-
tigator requests. Reporting capability
is tested to ensure that data within
reports are complete, accurate, and
integrated into actionable reports
that are readily retrievable.

« Integrated technology solutions (eg,
diversion monitoring software, ADC
medical record integration, and
barcode verification) are utilized for
dispensing, monitoring, reporting,
and surveillance.

e AllHCWs are adequately trained
regarding their roles and respon-
sibilities in the use of automation
and technology, including surveil-
lance capabilities, and their com-
petency is assessed. Competency
is assessed when an HCW assumes
anew position, annually, or when
there is a relevant change to existing
technology.

o Apharmacist is designated to oversee
ADCs, including selection, mainten-
ance, and inventory management,
and to ensure that procedures are in
place to limit access to CS in ADCs by
minimizing the number of authorized
individuals with access, as well as the
ability to immediately add or rescind
access privileges.

¢ Policies and procedures that address
access, security, documentation, re-
covery, and post-event reconciliation

2284  AM J HEALTH-SYST PHARM |

are established in the event of auto-
mation downtime or system failure.

Monitoring and surveillance

The organization, through its
CSDPP committee, should define,
review, and audit relevant data that
could indicate potential CS diversion
and ensure that trends and variances
are acted on in a timely manner and
that corrective action plans are im-
plemented (Figure 3). All variances
should signal an opportunity for im-
provement and require investigation.
CS monitoring and surveillance rely
on the availability and use of data
and information, including timely ac-
cess to actionable reports that support
an effective surveillance and detec-
tion system. Furthermore, the CSDPP
should assess the comprehensiveness
and level of documentation and re-
sponse to suspected diversion events
and compliance with established
policies and procedures. Automated
systems and diversion monitoring soft-
ware are recommended to support
efficient surveillance, particularly for
high-risk or high-volume locations.
The CSDPP committee, with input from

the designated diversion officer, desig-
nated pharmacist representative, and
pharmacy compliance team (if applic-
able), should oversee the organization’s
monitoring and surveillance efforts,
including identifying required and rou-
tine compliance reviews, determining
surveillance metrics for trend reports,
assigning responsibility for and fre-
quency of review, providing facility
oversight, and conducting established
audits of facility-based diversion
monitoring and documentation of sus-
pected diversion events. The organiza-
tion, through the CSDPP committee,
should establish and review, at least
annually, surveillance requirements,
including the definition of monitoring
and surveillance measures, thresh-
olds of variance that require action,
reporting frequency, and surveillance
procedures. The organization, through
the CSDPP committee, should ensure
that all elements are implemented,
conducted in a timely manner, inves-
tigated, and reported as required. Core
program elements and controls (Figure
2) should be regularly audited for
compliance on a scheduled basis (eg,
at least annually). The CSDPP com-
mittee should provide facility oversight

Figure 3. Monitoring and surveillance cycle.

Implement Diversion
Prevention System
Improvements

Confirm Resolution

Conduct Compliance
Reviews

Identify Surveillance
Trends

Investigate and

Report Findings
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Table 1. Examples of Surveillance Key Process Indicators

Diversion risk

point Key process indicators
Procurement Random inventory audits (to ensure the perpetual inventory
and inventory count is correct)

Inventory adjustment reasons and user

Destocks

Inventory statistics (amount dispensed, top movers, top issued
medications, etc)
Missing medication alerts

Preparation Overrides

and dispensing  Quantity purchased vs. dispensed
Discrepancies/time (day, month, etc)
Discrepancy resolution by user
Types of medications with top discrepancies
Will-call audits (community-based prescriptions)
Destock transactions
Dispenses “off the clock”
Dispensing consistent with pain scales
Destock and null transactions
Suspicious order monitoring
Post-case reconciling
Time between event and detection
Time between event and resolution
Dispenses post discharge or transfer from unit
Temporary patient additions

Prescribing Verify active prescriber DEA license
Only authorized prescribers are ordering CS (audit)
Review and trend CS verbal orders that have not been cosigned
Prescribing patterns trends compared to peers
Suspicious order monitoring

Administration Overrides
User unlinked orders in relation to overrides
Cancelation patterns/null transactions
Returns
Sole user (dispense, waste, return or issue)
Out of area/unit dispensing/global list transactions
Anesthesia post case reconciliation
Anomalous user activity checks
Gaps in documentation
Delays in administration
Delays in documentation
Verbal read back or no cosign by location

Waste and Waste patterns
removal Waste witness patterns
Time to document waste
Delayed waste documentation from time of administration
High waste products
High waste procedures
Full waste transactions

Overall process  Post-case reconciliation
integrity Tracer audits (from the last biennial to a random day)
Control substance safety reporting
Submission information for DEA 106 reports
State control substance filings
Outstanding discrepancies
Time to resolve discrepancies
DEA/significant loss reports
Expired CS trends

Abbreviations: CS, controlled substances; DEA, Drug Enforcement Administration.
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to ensure that established audits for
facility-based diversion monitoring are
conducted and documented. The use
of diversion monitoring software with
advanced analytics capability to sup-
port monitoring and surveillance ac-
tivities is strongly recommended.

Surveillance. Surveillance pro-
cesses should be interdisciplinary and
touch all aspects of the CS manage-
ment system, from purchasing, in-
ventory management, preparation,
administration, waste, and disposal,
to documentation through expired
product management. Key process in-
dicators (KPIs) should be established,
reviewed, and revised at least annu-
ally. (See Table 1 for example KPIs).
CS auditing should be performed on
a regularly scheduled basis, as deter-
mined by processes in a particular area,
such as anesthesia, patient care units,
special procedure areas, ambulatory
care areas, and the pharmacy, focusing
on identified risk points (Figure 1) and
previous events. Self-audits should be
conducted within areas as well as regu-
larly scheduled audits by individuals
external to the area being audited. The
organization should periodically audit
compliance with all diversion controls,
including human resources require-
ments for individuals authorized to
handle CS (eg, completion of required
background checks, documentation of
training and competency requirements
for authorized HCWs, compliance with
licensure board reporting, testing for
fitness for duty, random drug-testing
requirements, and compliance with
rehabilitation program requirements).
Important examples of recommended
surveillance practices include the fol-
lowing (see Appendix B for additional
guidance):

o The healthcare organization as-
signs a pharmacist, with adequate
support staff and dedicated time
for surveillance monitoring, who
is accountable for optimizing the
implementation and functionality
of ADCs and diversion monitoring
software reporting capabilities.
Other disciplines (eg, nursing,

NUMBER 24 | DECEMBER 15,2022 2285

€20z Alenuged 10 Uo Jasn JHSY Aq G92#5/9/6.22/+2/6.L/o11e/dufe/wod dnorolwspeoe)/:sdjy Wouj papeojumoq



ASHP REPORT GUIDELINES ON PREVENTING DIVERSION OF CONTROLLED SUBSTANCES

quality assurance, anesthesia pro-
viders) are actively involved in sur-
veillance monitoring and audits and
assist with evaluation of trends and
incident investigation.

Processes for procurement surveil-
lance are followed by all areas that
purchase CS under their own DEA
license (eg, research areas). For all
purchases, authorization (eg, power
of attorney) is verified. The healthcare
organization reviews purchase his-
tory through regularly scheduled
audits to identify potential diver-

sion through variations or changes

in volume or pattern. CS purchase
invoices are compared with CS or-
ders and receipt into the pharmacy’s
perpetual inventory. Because the
invoice-receipt pair may be removed
with CS diversion, invoices also are
reconciled to statements or wholesale
purchase history reports to detect
missing invoices. A process is in place
to identify unusual peaks in quan-
tity or frequency of CS purchased
and to conduct periodic reviews of
the quantity of CS removals from the
main inventory to patient care areas
compared with actual documentation
and/or patient care charges.
Verification of a perpetual inventory
should be conducted on a regular
basis with the frequency consistent
with the controls to limit the time
frame for discovery. It is important

to identify inventory discrepancies

in a timely manner so the reason for
the discrepancy can be more easily
investigated. CS managed through
ADCs have ADC counts verified (by
blind count) each time a CS drawer

is accessed. Unless verified by blind
count, CS in ADCs are inventoried
weekly. CS storage areas outside ADCs
are inventoried at each shift change
by 2 authorized HCWs. CS inventory
in the pharmacy CS vault is counted
at least monthly. A biennial physical
inventory of all CS is completed and
documented per DEA requirements
(or per state requirements, whichever
is the more strict interpretation).
Movement of CS throughout the
organization is traced, and all
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transactions are reconciled (eg, re-
ports match CS vault transactions
with receipt into the ADC and/or
paper inventory record with nurse
signature of receipt).

Prescribing practices and prescribing
trends are evaluated, and signifi-
cant variation from peers should be
reviewed.

ADC reports are reviewed at least
monthly by pharmacy and patient
care managers as defined by the
organization, and the results of the
review and any actions are docu-
mented. Reports compare ADC
activity with medication adminis-
tration records. Patient response to
medication (ie, pain management) is
also evaluated against medication ad-
ministration records, documentation
of response, and patient interview.
The medication record is reviewed for
the amount and quantity adminis-
tered and compared with what other
HCWs administer on subsequent
shifts (when there is no change in
patient condition).

Nursing management integrates
routine auditing and surveillance
activities into core daily, weekly, or
monthly responsibilities, including
staff education regarding signs of
diversion, symptoms of substance
abuse, and diversion-reporting
procedures; review of nursing re-
moval, return, overrides, and wasting
records; development, implementa-
tion, and monitoring of procedures
for witnessing CS-related transac-
tions; and investigation and reporting
of suspected diversion in accordance
with organization procedures.
Nursing management conducts
random patient interviews to verify
that patients received the CS and had
the expected therapeutic response
(eg, that the medication adequately
controlled pain) and also compares
responses to nursing patient assess-
ment notes and medication adminis-
tration records. Inconsistencies found
on patient interview or multiple
patients experiencing lack of medica-
tion efficacy may point to diversion
at the time of administration. When
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possible, medication administration
is integrated with clinical assessment
in the electronic medication record.
Incidents in which patient response
is not as expected and all nurses are
experiencing similar lack of medi-
cation efficacy are reported to the
pharmacy for further investigation

of product integrity; there are case
reports of prepackaged CS containing
the wrong medication, and these
circumstances could signal a medica-
tion error.

A process is in place to resolve CS
discrepancies and specify the time

in which discrepancies must be
resolved. It is recommended that

CS discrepancies be reported to the
supervisor in charge and resolved

as soon as possible upon discovery,
preferably no later than the end of
the work shift, and that discrepancies
deemed to be resolved are reviewed
by the supervisor to ensure the legit-
imacy of the resolution. Discrepancies
that cannot be resolved (“unresolv-
able discrepancies”) are reported
immediately to pharmacy and are
jointly reviewed by pharmacy and pa-
tient care leadership, with resolution
within 24 to 72 hours.

Pharmacy is immediately notified

of and supports the reconciliation
investigation when an unresolv-

able discrepancy is discovered,

and a pharmacist is responsible for
overseeing the investigation of the
discrepancy, even when a technician
assists with these duties.

Provider transactions are reviewed
for poor documentation patterns

(eg, failure to document, corrections
in the pharmacy CS vault or ADCs),
and trends of users and cosigners are
tracked. A trend of poor documenta-
tion practices by HCWs is reviewed
for possible diversion.

Pharmacy, in collaboration with
nursing supervision, reconciles all
CS orders against administration
records, at minimum, in high-risk
areas, by comparing the amount
dispensed with the amount docu-
mented as administered and the
amount documented as wasted. This
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reconciliation may occur through
surveillance analytics technology.
Random, monthly audits may be
conducted in areas that are not high-
risk or supported by surveillance
analytics.

o The organization identifies specific
high-risk CS medications that are
randomly assayed, and procedures
include random testing of waste
from all high-risk or high-volume
areas (eg, pharmacy sterile products
preparation, surgery and anesthesia
areas), as permitted by and in accord-
ance with state and federal rules and
regulations.

High-risk areas. The organiza-
tion should identify high-risk areas
(eg, surgery, anesthesia, intensive
care units, sterile compounding areas,
emergency departments) and include
an assessment of risk for diversion
(eg, known diversion points), ease of
detection (eg, high-volume locations,
level of oversight and controls, state
of awareness of patients), and prob-
ability of harm (eg, potential to im-
pact the quality of care). Automation
and technology should be utilized in
all high-risk areas to facilitate security
controls and optimization of auto-
mated monitoring and surveillance
technology. High-risk areas should
be defined by the organization but in-
clude areas where the same provider is
prescribing, obtaining, preparing, and
administering the medication, such as
surgery centers, operating rooms, and
procedural and anesthesia areas. High-
risk areas are also locations where high
volumes of CS are ordered, prescribed,
stored, prepared, and dispensed within
the same location. The main pharmacy
is considered a high-risk area.

Anesthesia and operating rooms are
high-risk areas for which organizations
should consider additional controls.
Documentation of doses administered
in the health record should be rou-
tinely reconciled with documentation
of doses dispensed, waste, and return
quantities as well as prescribed doses.
The pharmacist should be responsible
for all drugs and CS dispensed and

distributed in these settings. Pharmacy
technicians, under the supervision
of the pharmacist, could be assigned
many of the responsibilities for these
daily activities as permitted by state
and federal law. If there is a satellite
pharmacy, minimal drug stock should
be kept in each surgical suite, and add-
itional drug inventory should be main-
tained within a pharmacy location to
the extent possible. Satellite pharma-
cies supporting surgery and procedural
areas should be staffed whenever the
areas providing surgery and adminis-
tering anesthesia are normally staffed.
If the satellite pharmacy is not open
24 hours a day, it may be necessary to
establish an after-hours drug supply.
The pharmacy and anesthesiology de-
partments should collaborate to de-
cide the drugs and quantities required
for this supply, including an assess-
ment of the smallest appropriate dose
and packaging, and the accountability
system to be used. Supply levels should
be checked, reconciled, and replen-
ished daily. Dedicated pharmacy re-
sources within the perioperative area
allow for more active and timely moni-
toring of CS utilization and identifica-
tion of possible diversion. Systems to
track drugs used, adjust par levels as
needed, and monitor drug expiration
dates should be devised. The ASHP
Guidelines on Perioperative Pharmacy
Services provide specific guidance on
best practices unique to CS manage-
ment for these patient care areas and
services.*

Investigation and reporting of
suspected diversion

It is imperative that there is a de-
tailed and thorough approach to
investigating and reporting suspected
diversion. Incomplete investigations
and follow-up can have serious patient
care, legal, personal reputation, and
complianceimplications. Any unresolv-
able discrepancy should be considered
a possible diversion and escalated to
an investigation, with notifications to
occur as defined in the organization’s
CSDPP. Processes should be in place
to trigger an immediate investigation,
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the appropriate internal and external
communications, and the completion
of required reporting. Although the
supervisor in the area where diversion
is suspected will assist in conducting
the investigation, those external to the
area should be involved to ensure that
biases do not influence the investiga-
tion. The pharmacy director or his or
her designee and diversion officer (if
different) should be notified immedi-
ately of any suspected diversion within
the organization and participate in all
active investigations. Investigation and
reporting procedures should include
the following (see Appendix B for add-
itional guidance):

o Guidance is provided by the CSDPP
with regard to the review process,
including who will coordinate the
investigation, appropriate team
members, leadership and organiza-
tion legal counsel notification, docu-
mentation of the investigation, and
coordination of internal and external
reporting.

o Investigations are conducted as thor-
oughly and completely as possible; at
a minimum, reporting occurs when
itis determined that the discrepancy
is unresolved or that there has been
a known theft or diversion. As the
investigation proceeds, there is an
escalation and broadening of notifi-
cations specified in the policies and
procedures defined by the CSDPP.

o Investigations involving contracted
HCWs are conducted in collaboration
with the contracted entity and with
full transparency.

o Ifthe organization becomes aware
of an arrest of an HCW for illicit use
of CS, the organization immediately
conducts an investigation of the
HCW'’s transactions to assess whether
diversion has occurred. The organ-
ization assesses whether to suspend,
transfer, or terminate the HCW or
take other action (eg, remove access
to CS) or impose other sanctions
against the HCW. The organization
immediately removes access privil-
eges to CS if diversion is suspected
until the investigation is completed
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and a determination of diversion or
other risks to patient care is made.

o The organization establishes guide-
lines for engaging external entities,
such as DEA, licensure boards,
laboratories (for testing), and local
law enforcement. Guidance is pro-
vided with regard to review processes
to determine who is required to be
notified, when to notify, who is re-
sponsible for contacting the agency,
and other circumstances for the no-
tification. The organization fulfills re-
porting requirements for diversion or
other unaccountable loss of CS in ac-
cordance with laws and regulations.

o The organization defines, in ac-
cordance with the law, when a DEA
Form 106 should be completed for
discrepancies that remain ultimately
unresolved. There are clear responsi-
bilities for completion of DEA Form
106 for a theft or significant loss, who
is to be notified, and when. Even if
the loss cannot be quantified due to
the nature of the diversion method,
DEA must still be notified.

Quality improvement. For sig-
nificant diversions, a quality improve-
ment review should be initiated by
the CSDPP committee, including a
root cause analysis and recommenda-
tions to prevent future occurrences.
Representatives from the area where
there is a suspected diversion should
be engaged in the investigation and
refinement of prevention strategies.
Furthermore, the CSDPP should coord-
inate a proactive diversion risk review,
such as by conducting a failure modes
and effects analysis of processes, par-
ticularly when there are drug short-
ages, new drug products and dosage
forms are approved, new technology or
technology upgrades are implemented,
and new drug delivery systems are im-
plemented. Results of the risk review
should be used to make system im-
provements as part of the organization’s
performance improvement activities.

Communications. The organ-
ization should have a clearly defined,
full-disclosure policy and process to
communicate to patients and families
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who are affected by CS diversion. The
organization should also have guide-
lines for engaging the media and
managing external public relations
upon conclusion of the investigation.
Policies and processes should specify
when to notify the media, what internal
communications are required, and who
is responsible for contacting the media
representative and approving media
communications. External communi-
cations need to also consider and pro-
tect HCW privacy and confidentiality.

Chain of custody

Effective diversion control systems
depend on implementing retrievable
evidence that the chain of custody is
maintained at all times and at all points
when the transfer of CS occurs between
individuals, whether within or external
to the pharmacy (eg, courier transport
to other facilities, use of pneumatic
tube systems, transfer to emergency
medical service providers, collection
receptacle inventory, or transfer from
contract pharmacy services). Chain-of-
custody controls depend on the ability
to reliably audit the trail of transfer.
Every point along the chain of custody
should be identified and reviewed to
detect and address any gaps. The organ-
ization should establish and enforce a
policy stating that HCWs with access to
CS may not delegate their access to an-
other HCW in a way that will alter the
audit trail for the chain of custody (eg,
not sharing electronic medical record,
ADC, or pharmacy door pass codes;
not providing key access and entry to
unauthorized HCWs); utilizing bio-
metric identification whenever possible
prevents this type of circumvention.
The delivery of CS to a storage location
without witness and receipt confirm-
ation by another authorized HCW may
not meet the intent of the chain of cus-
tody requirement. In addition, controls
should be built in when transfer is made
via transport mechanisms (eg, a pneu-
matic tube system) to ensure that the CS
is received and verified as received by
an identifiable, authorized individual.

Measures should be in place to en-
sure the integrity and security of CS,

the chain of custody, and the safety
of personnel transporting CS. Secure,
lockable, and tamper-evident delivery
containers (eg, carts, trays, or boxes)
should be used to transport CS. The
packaging should not reveal the con-
tents during transport (eg, an opaque
container). Contents should be blind
counted and documented upon re-
ceipt. Locking mechanisms, when
used, should be tamper-resistant and
traceable (eg, plastic tie locks with
unique, verifiable, numerical identi-
fier). The chain of custody must also
apply to laboratory services (internal
or external) used to analyze syringes or
other products as part of an investiga-
tion or random assay process.

In circumstances in which CS pre-
scriptions or drugs are dispensed dir-
ectly to patients (eg, in emergency
departments, discharge prescriptions,
and home infusion), procedures must
ensure that the chain of custody is
maintained and documented.

If CS are provided to emergency med-
ical services (eg, ambulance services),
the organization should ensure that pro-
cedures are in place that comply with
local, state, and federal requirements
and ensure that the chain of custody
is maintained and the disposition of
CS is documented and retrievable. See
Appendix B for additional guidance.

Storage and security

Storage and security of CS require
a coordinated approach that includes
facility controls (eg, camera surveil-
lance), physical access controls (eg,
locks or biometric access technology),
and frequent inventory checks and
surveillance to allow discrepancies to
be discovered in a timely manner. Key
elements of CS storage and security in-
clude the following (see Appendix B for
additional guidance):

o CSare stored in a locked and secured
location (eg, ADC, safe, locked cab-
inet/drawer) at all times unless in the
direct physical control of an author-
ized individual. When implementing
or assessing facility and physical
access controls, the security and
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safety of HCWs are taken into
consideration.

o Storing CS in transportable lock-
boxes or “fanny packs” is avoided. If
used, such lockboxes or packs follow
the same requirements for storage,
security, and chain-of- custody con-
trols as other inventory. Unattended
and transportable lockboxes are not
considered secure and are stored
in a locked area accessible only to
authorized personnel when not in
use or when otherwise unattended.
Lock-out times for electronic locks
on carts (eg, medication or an-
esthesia carts) containing CS are
limited to the narrowest window of
time that is appropriate for the par-
ticular setting.

o Thereis a defined process to ensure
that only authorized individuals have
access to CS. Access to CS storage
areas is minimized and limited to
authorized personnel. There is a
complete assessment of all HCWs
with access privileges to ensure
that only those permitted to access
(ie, currently employed, temporary
employees, or licensed independent
practitioners with privileges) have ac-
cess, and removal of access privileges
occurs immediately upon separation.

o There are policies and procedures
regarding CS access, including re-
strictions through assignment, key
controls, and the use of passwords.
Access permissions should be
monitored at least every 6 months
and revised when appropriate (eg,
separation or job change). For
ADCs, biometric identification
with a user ID is preferred over
passwords. CS cabinets and carts
that are not ADCs are secured with
an electronic lock that requires a
user-specific biometric identifica-
tion, code, or badge swipe. Access
is recorded and retrievable for
surveillance.

e Where keys are used (eg, lockboxes,
refrigerated storage boxes, and infu-
sion pumps), they are unique to the
device, when possible, and there is
a procedure to track keys and their
chain of custody, secure keys after

hours, replace lost keys, and change
locks if keys are lost.

Any HCW authorized to have access
to or prescribe CS will be able to pro-
vide appropriate photo identification
upon request.

Camera surveillance should be con-
sidered (1) in locations where there
is high risk for diversion (eg, main
pharmacy vault, packaging areas,
community pharmacy), (2) in loca-
tions where electronic or biometric
access is not available, (3) in remote
locations; and used to assist with an
active diversion investigation. Video
should be retained and retrievable
for a timeframe sufficient to allow
for adequate incident investiga-
tion. It is important to work closely
with the organization’s security and
human resources departments to
review state laws and labor contracts
that might constrain the use of such
surveillance, as well as determine
the organization’s policies and pro-
cedures regarding security footage
review.

ADC technology should be utilized in
high-volume CS areas, including the
pharmacy, anesthesia and surgery
locations, high-volume clinics, and
outpatient procedure areas.

When delivering CS to an ADC, re-
stocking an ADC, or pulling returns
from the return bin, there should

be a witness or other verification
process (as previously described in
the Monitoring and Surveillance
section).

Controls are in place to monitor
pharmacy inventories for dis-
crepancies. In areas outside of the
pharmacy, at least one of those
conducting the inventory is licensed.
Within pharmacy areas with ADC
vault management, CS are manually
inventoried by 2 rotating, licensed, or
otherwise authorized pharmacy per-
sonnel (eg, pharmacy technicians)
monthly. For high-volume or high-
risk areas, more frequent verification
audits are considered to prevent or
minimize inventory count discrepan-
cies and minimize the time window
for discovery of the discrepancy.
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For pharmacies without ADC vault
management, a physical inventory is
conducted at least once per month
but preferably weekly. At least one of
those conducting the inventory is a
licensed pharmacist. The inventory
count includes expired or otherwise
unusable CS awaiting disposal or
transfer to a reverse distributor.

o CS counts managed by ADCs or
done manually are verified by a blind
count each time a CS drawer, pocket,
cabinet, or refrigerator is accessed,
except when unit-of-use dispensing
technology is deployed.

o Inventory verification is conducted
for CS managed by ADCs by 2 au-
thorized HCWs if a blind count has
not been performed within 1 week.
CS not managed through ADCs are
manually inventoried by 2 authorized
HCWs at the beginning and end of
every shift when the area is open for
services.

o Patient-specific CS infusions are con-
tained in a secured lockbox utilizing
no-port tubing unless under constant
surveillance. Keys and access to these
controls are limited and tracked as
with any keys and lockboxes.

o Documents used to procure or pre-
scribe CS (eg, DEA Form 222, blank
prescriptions, security printer paper)
are secured and monitored with the
same diligence as CS to prevent theft
or loss.

CS brought into the hospital
by patients

Procedures are established to ad-
dress special circumstances to ensure
controls are in place to secure CS and
prevent diversion of CS brought into
the organization by patients. Patients
should be encouraged to return their
own medications to home via a house-
hold member or authorized agent when
possible. Alternatively, patients or their
authorized agent may be provided with
an envelope to mail prescriptions to
their home or directed to a collection
receptacle for disposal. Organizations
should, in collaboration with local and
state authorities, consider providing a
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public collection (or “take-back”) re-
ceptacle for disposal of CS by patients or
their agent. CS should only be allowed
when they are to be administered to the
patient pursuant to a medication order,
on behalf of the patient, and with their
consent. These medications should be
inventoried and stored in a secure loca-
tion. When a patient is not able to main-
tain security of their own medications
due to loss of competence or death,
or when medications are abandoned,
documentation of the patient’s home
medications, quantity inventoried, and
signatures of 2 verifying HCWs should
berecorded in the medical record upon
receipt of the medications, and ar-
rangements made as soon as possible
for appropriate disposition. The or-
ganization should define the period of
time to be considered abandonment,
and in such instances, should dispose
of the medications as allowed by law or
contact their local DEA Diversion Field
Office for guidance on proper disposal
procedures. CS should be stored in a
secure location until disposition and
chain of custody documented (eg, the
patient or patient’s authorized agent
signs to affirm receipt of the medication
and its quantity.) When patients bring
illicit substances into the organization,
procedures should address notification
of the local authorities as required by
laW.lg'ZO

Internal pharmacy controls

Internal pharmacy controls include
controls related to procurement, prep-
aration, and dispensing of CS. These
processes typically apply only to phar-
macy locations. Diversion can occur at
various points within these processes,
and it is important to apply key prin-
ciples to effectively minimize oppor-
tunities for diversion. Key principles
include limiting the number of people
authorized to order CS, creating separ-
ation of duties and rotation of HCWs
through various responsibilities within
the process, and observing for vari-
ation in processes. It is recommended
that these processes be audited by ex-
ternal (to the pharmacy) review at least
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semiannually (twice a year). Examples
of recommended procurement, prep-
aration, and dispensing controls
follow; see Appendix B for additional
guidance.

Procurement controls

o All CS are procured from the phar-
macy. If other departments or indi-
viduals are authorized to procure CS,
there are checks and balances estab-
lished to ensure the same policies
and procedures are consistently fol-
lowed throughout the organization.

o There are purchasing safeguards in
place that prohibit ordering of CS by
those not authorized by the organiza-
tion. CS may only be ordered by au-
thorized individuals (DEA registrant
and for Schedule II CS, those with
power of attorney granted).

e An electronic CS ordering system
(CSO0S) is utilized, eliminating or
minimizing use of paper DEA Form
222s.

o« When paper DEA Form 222s are
used, those forms are locked in a
secure location, recorded on a per-
petual inventory log, and accessible
only to those authorized to procure
CS. CSOS order files are backed up
to an organization-based system
to ensure that archived files are
readily retrievable by designated
personnel.

o Separation of duties exists between
the ordering and receipt of CS. Two
authorized individuals count and
check in CS received and confirm
that the order, invoice, and product-
received documentation match. At
least one of the receivers is licensed.
The process is overseen by a licensed
pharmacist.

o There is a process to investigate and
remedy discrepancies when CS are
received in the pharmacy from the
wholesaler or other distributor.

o There are processes to track, recon-
cile, and audit CS products where
preparation is outsourced to and
received from a third party.

o Procedures exist that ensure the
chain of custody is maintained for

interorganization transfer or trans-
port of CS (eg, from a central distribu-
tion hub).

o Procedures define the controls and
required documentation when CS are
transferred between pharmacies.

e All CS procurement paperwork is
reviewed for completion and filed
according to applicable laws and re-
gulations. Procedures are in place for
patient care areas of the organization
that are considered under common
control that support the pharmacist-
in-charge to provide oversight and
authority to ensure proper procure-
ment controls are being utilized.

Preparation and dispensing
controls

o Aperpetual inventory is maintained,
and a blind-count process is used
when adding or removing CS from a
pharmacy inventory location.

o Access to inventory is limited, with
controls to identify who accessed
the inventory, when the inventory
was accessed, and what changes
were made to the inventory; access
controls provide a readily retrievable
audit trail.

o To minimize diversion through drug
product alteration or tampering, drug
products are inspected for alteration
or tampering, and any potential dis-
crepancy is investigated for possible
diversion.

o To minimize diversion during re-
packaging, CS are purchased and
dispensed in unit dose packaging
whenever possible. Diversion con-
trols are in place when CS are repack-
aged, and repackaged products are
routinely inspected to ensure product
integrity.

o Delivery and restocking of CS in
patient care and procedural areas
require an auditable verification of
delivery and receipt.

e Returns from the patient care and
procedural areas (eg, emptying a re-
turn bin) have an auditable verifica-
tion of return. Returns are inspected
for integrity.
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Prescribing and
administration

CS may only be ordered by pre-
scribers who are licensed in accord-
ance with the DEA and authorized to
prescribe CS. When possible and per-
mitted or required by law, CS orders
and prescriptions are generated and
transmitted by electronic systems with
controlled access, except in emergency
situations. When written prescriptions
are used, there are controls in place to
track and secure these prescriptions
and paper used to print prescriptions
(see the Storage and Security section).
Order sets and guidelines that include
CS should be evaluated in accordance
with organizational guidelines, are sup-
ported by clinical evidence, and align
with the lowest unit-of-use products
to minimize waste. Guidelines, restric-
tions, and diversion controls should
not delay patient treatment or com-
promise patient needs. Key elements of
prescribing and administration diver-
sion controls include the following (see
Appendix B for additional guidance):

o Avalid order from an authorized pre-
scriber exists for all CS administered,
and the number of CS allowed via
ADC override status is minimized.

o Thereis a process to identify and
verify authorized prescribers within
either an electronic or a manual or-
dering system. There is also a process
to identify and verify authorized pre-
scribers and prescriptions written by
medical residents or other providers
who are authorized to prescribe CS
under the organization’s DEA regis-
tration (eg, use of a suffix).

o Pharmacists clarify orders for which
the prescriber or order is ques-
tionable with regard to prescriber
identity or other legitimacy of the
prescription or order. Prescribers and
pharmacists query the prescription
drug monitoring program (PDMP) to
assist with prescription initiation and
dispensing, respectively, when neces-
sary or required by law.

o Active prescriptions and orders for
CS are reevaluated regularly, and

CS orders are reordered per the
organization’s policies when a patient
transfers to a different level of care.
The medical staff, in coordination
and consultation with pharmacy,
determines and establishes an auto-
matic stop-order system for CS when
there is not a specific time or number
of doses prescribed.

CS are retrieved from the storage
location and administered to patients
by a licensed provider within his

or her scope of practice, and such
administration is documented in the
medical record. When administration
is scheduled “as needed,” the ad-
ministration can be correlated to the
patient assessment (eg, established
pain assessment criteria).

Access to medications for a particular
patient is suspended immediately at
discharge.

CS are retrieved from inventory by

the authorized HCW responsible for
administering the medication to the
patient and as close to the time of
administration as possible, as defined
by organization and appropriate to the
care setting. Procedures for exceptions
in emergency situations or settings
are defined, and these exceptions are
reviewed for appropriateness. The CS
retrieved for a patient is the package
size equivalent to, or the closest avail-
able to, the dose to be administered.
CS packaging (eg, vials, prefilled
syringe systems, unit dose packages
of oral dosage forms) is inspected

for integrity when being inven-
toried, before dispensing, and upon
administration.

Generally, outside of pharmacy
compounding areas and in patient
care areas, CS are not drawn up into
syringes in advance, and sequential
dosing is avoided, recognizing that
these processes may be necessary in
some procedural areas. Specifically,
single-dose syringes and vials are

not used to deliver multiple doses.
The syringes prepared in these
procedural areas are labeled as re-
quired by approved procedures and
kept under the direct control of the
person preparing the syringes until
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administration. When sequential
doses are required from a single syr-
inge (eg, during procedures), there is
amethod in place to track the doses
ordered versus those administered.

o Policies and procedures address the
documentation of CS issued but un-
used, and there is a process to return
the unused CS to inventory. Returns
should be placed in a one-way,
secure return bin and not returned to
the original pocket in the ADC. These
products should not be restocked
until inspected for tampering.

Returns, waste, and disposal

Policies and procedures should
define how waste will be accounted
for, tracked, and disposed of to pre-
vent unauthorized access. To minimize
waste, when possible, CS are stocked in
ready-to-use form (eg, avoiding the use
of multidose vials or oral liquids) and
in the lowest commercially available
units for doses frequently prescribed
for patients. Waste may include prod-
ucts prepared for administration but
not administered to the patient (eg,
when a provider discontinues an order
or a patient refuses administration),
or drug product remaining after a par-
tial dose is removed from its packaged
unit (eg, oral liquids or vial). Waste may
also include overfill in vials and drug
product remaining in transdermal de-
livery systems. The organization’s waste
handling practices should maintain
chain of custody to minimize the risk
for CS diversion. CS should be wasted
immediately or as close to the time of
administration as possible.

The wasting of all CS requires an
independent witness and documenta-
tion; at least one, but preferably both,
of the witnesses should be licensed.
Procedures should define what consti-
tutes complete and timely documenta-
tion of waste. An individual witnessing
CS wasting should verify the product
label, that the volume or amount being
wasted matches the documentation,
that the drug product being wasted
physically matches the drug product
in the documentation, and that the
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wasting occurs per policy for safe dis-
posal and in a manner that makes the
CS non-retrievable (as defined by the
DEA).’® The entire process of drawing
up and wasting before administration
should be witnessed so the individual
verifying can be certain that the actual
CS and not a substituted or adulter-
ated product is being wasted. Approved
methods and secure containers for re-
turns, wastes, and disposal of CS are as
defined in federal, state, county, and
municipal laws and regulations. Key
elements of returning, wasting, and
disposing of CS include (see Appendix
B for additional guidance):

e Allissued but unused CS that may
be potentially reusable are returned
to the pharmacy or to a desig-
nated, secure return location. All
returns to the pharmacy and when
using a reverse distributor require
that the chain of custody be main-
tained and that witness of transfer is
documented.

o In patient care areas where waste is
documented through the ADC, the
waste is documented by the person
who retrieved and administered
the medication and, to the extent
possible, in the same device from
which the medication was removed.

o In patient care areas, unless selected
for random assay (see the Monitoring
and Surveillance section), unusable
CS products, including patient-
specific partially used preparations,
are immediately wasted and wit-
nessed by authorized individuals per
specific organization procedures.

o Procedures are established that en-
sure the chain of custody is main-
tained when waste is transferred to
the pharmacy for conducting random
assays.

o Partially used preparations or
containers are not returned to the
pharmacy for disposal, except for
purposes of random assay. The act
of wasting and the documentation of
CS waste are completed by the same
HCW who accesses and adminis-
ters the medication, when feasible.
Examples of cases in which this may
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not be feasible include wasting a CS
infusion, patient-controlled anal-
gesia cartridge, or multiday patch.
Within the pharmacy, CS waste from
compounded sterile preparations is
documented with a cosignature and
randomly assayed at least quarterly.

o CSoverfill is considered an unusable
product and is wasted and docu-
mented according to established
procedures.

e For defined high-risk areas (eg, sur-
gical, anesthesia, procedural, high
volume) and/or specific high-risk CS
medications (eg, fentanyl), waste is
witnessed and reconciled with the
medication administration record by
an authorized HCW. Dispense trans-
actions can be considered reconciled
when matched to a prescriber’s order
and the dose dispensed is equal to
the dose charted as administered
plus any amount of drug documented
as wasted or returned.

o Approved methods for wasting CS are
defined in policies and procedures
and comply with universal precau-
tions and organization waste disposal
requirements.

e CSproduct are secured to prevent
tampering or made otherwise non-
retrievable (eg, use of deactivating,
deterring, and solidifying agents.)

o Expired CS are clearly identified as
such and stored in a secured location
separate from other medications, and
inventory is monitored until return
via a reverse distributor or destruc-
tion and disposal in accordance
with legal requirements. Before final
transfer to a reverse distributor, DEA
Form 222 is audited against amounts
transferred. Expired or otherwise un-
usable CS are not retained or stored
in the pharmacy for long periods of
time, and the frequency of returns
ensures that inventory is not allowed
to accumulate. Returns or destruction
occurs at least quarterly.

Community and mail delivery
pharmacies

Over 30% of
health systems operate community

hospitals and

pharmacies.”® It is important to con-
sider and address controls unique to
these operations. Organizations should
include their community pharmacies
within the scope of their CSDPP over-
sight and proactively seek to improve
controls. Community pharmacies may
require additional registration, certi-
fication, or record keeping (eg, drug
collection receptacle site registra-
tion or compliance with the Combat
Methamphetamine Epidemic Act of
2005) related to CS.? Community phar-
macies within health systems should be
aware that they are at risk for both in-
ternal and external theft and diversion,
and CS diversion management controls
need to consider public access and the
possibility of diversion from fraudulent
prescriptions.

Security measures and other phys-
ical controls, such as camera surveil-
lance throughout the pharmacy, are
imperative in this setting to deter and
monitor for suspected theft and pro-
vide an avenue for discrepancies to
be resolved in a timely manner. Badge
reader or biometric access should be
required for access to all areas where
CS are stored. These systems provide
physical access control, limit access
to appropriate personnel, and create
a perpetual log of HCWs who have ac-
cessed the storage area or cabinet. To
deter theft, bulk containers of Schedule
II1, IV, and V CS should be dispersed
among non-CS inventory, where per-
mitted by law. Schedule II CS requiring
refrigeration should be stored among
other refrigerated medications, prefer-
ably in a locked compartment.

Inventory adjustments to CS medi-
cations pose a significant internal di-
version risk. Depending on who within
the pharmacy has security access to
perform CS inventory adjustments,
community pharmacies should con-
sider having auditing systems in place
to track and validate inventory ad-
justments performed by staff. Audits
should also be routinely conducted to
ensure CS purchases are reconciled
with quantity dispensed and on-hand
inventory to identify discrepancies in
inventory and dispensing trends. In
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addition to CS inventory adjustments,
CS prescriptions awaiting delivery or
pick-up (“will call” area), and can-
celed prescriptions are significant in-
ternal diversion risks. Controls such as
tamper-resistant packaging should be
used when possible and procedures
implemented to ensure chain of cus-
tody is maintained when dispensing or
delivering CS to the patient (as with a
meds-to-beds program). Community
pharmacies should develop policies
and procedures for an accounting of
will-call and canceled prescriptions
and consider developing reports or
tracking methods to identify any CS
medications that have not been picked
up from will-call within a specific
period of time (eg, 10 days) or have
been canceled and returned to stock.
Furthermore, organizations should
consider interfacing their point-of-sale
system with their prescription manage-
ment software and develop a report to
reconcile processed prescriptions with
prescriptions in will-call and sold.

Fraudulent prescriptions also pose
a significant risk for diversion in the
CS supply chain. Community pharma-
cies should utilize a variety of diversion
prevention and monitoring tools when
reviewing CS prescriptions, including
internal pharmacy documentation
and dispensing records, third-party
utilization reviews, and PDMP data-
bases, if applicable. Prior to dispensing,
prescriptions should be reviewed for
patient prescriber red flags (eg, con-
comitant prescribing of opioids and
benzodiazepines, high daily doses,
cash-only claims, and “doctor shop-
ping”). Investigation and resolution of
red flags to determine the legitimacy of
a prescription should be documented
and retrievable. Red flag trends noted
with prescribers or patients should also
be monitored for trends that indicate
prescriptions may not be for a legit-
imate medical purpose.

Community pharmacies should
attempt to receive electronic CS pre-
scriptions when possible. If hard-copy
prescriptions are accepted, community
pharmacies should develop a system
to document which employee received

the CS prescription at prescription in-
take and validate that it was not intro-
duced into the pharmacy dispensing
system for fraudulent purposes. The
same system should be utilized to
document which HCW processed the
CS prescription. Finally, the CS pre-
scriptions should be filed sequentially,
and community pharmacies should
consider developing a system to audit
hard-copy prescriptions for documen-
tation of chain of custody from em-
ployee to patient, such as signature of
receipt.

There should be a complete and
accurate written or electronic per-
petual inventory record for the receipt
(CSOS and DEA Form 222) and dispos-
ition of all Schedule II medications,
filed in sequential order. The per-
petual inventory should be updated
each time a Schedule II CS medica-
tion is received and should be veri-
fied by 2 employees, one of whom is
a licensed provider. Furthermore, the
same sign-off process in the perpetual
inventory log should occur with each
fill of a Schedule II CS. When possible,
community pharmacies should utilize
labels from the prescription manage-
ment software to record the quantity
filled in the perpetual inventory log.
Community pharmacies should also
consider implementing a system for
monitoring partial fills of Schedule
II CS, as this is a risk for diversion.
Schedule II CS medications should
be audited each month to ensure cor-
rect counts and that the perpetual log
has been signed off by 2 authorized
HCWs. All records, including but not
limited to prescriptions, DEA Form
222s, CSOS receiving documents, per-
petual inventory logs, and discrepancy
reports, should be kept for a specified
time as determined by the organiza-
tion and relevant regulations. When
discrepancies are identified, their in-
vestigation and resolution should
be evaluated by a third party, such
as the CSDPP or internal or external
auditing personnel. Key elements of
community-based pharmacy manage-
ment of CS include (see Appendix B
for additional guidance):
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o During nonbusiness hours, CS
are stored in an area secured by a
physical barrier with security access
controls (which may include a locked
room within a secured facility) that
can only be accessed when author-
ized pharmacy personnel are present.

o The organization has systems in place
for documentation and monitoring
of CS inventory adjustments made by
pharmacy employees, CS prescrip-
tions cancelled and returned to stock,
and CS prescriptions left at will-call
(eg, prescriptions remaining 10 days
after being filled).

o CSsafety controls (eg, bar code veri-
fication, weight checks, drug photo
identification labels) should be con-
sidered when implementing auto-
mated dispensing technology. When
automated checks are not available
for dispensing, the quantity dis-
pensed is verified and documented
with a second authorized person.

o Diversion prevention and monitoring
tools are utilized as appropriate to
determine the legitimacy of CS pre-
scriptions, including PDMP reporting
and checks, in accordance with state
requirements.

o Chain of custody and security is main-
tained when holding prescriptions in
the will-call area and when delivering
medications to patients, such as with
a “meds-to-beds” prescription de-
livery service, for example, by use of
tamper-evident security bags.

o The pharmacy’s point-of-sale system
is interfaced with prescription man-
agement software and has reports
designed to identify discrepancies.

o For mail returns, documentation,
chain of custody, inventory, and se-
curity controls are ensured from the
point a medication is received until it
is wasted or re-shipped.

e CSpurchases are compared and rec-
onciled with dispensing and on-hand
inventory at least monthly.

Special considerations

Although it is impossible to pre-
dict all scenarios, and procedures may
need to be customized for unique
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circumstances and settings, these
guidelines present core principles ap-
plicable to all settings, and exceptions
should be minimized. Examples ofareas
where special considerations may apply
include both high- and low-volume
areas, such as organization-owned
physician practices, research areas, off-
campus clinics, rehabilitation facilities,
alternate sites of care (eg, home infu-
sion services, virtual hospitals), and
freestanding emergency rooms and
surgery centers. Organizations or other
regulatory agencies may elect to desig-
nate a nonscheduled medication (eg,
growth hormone, gabapentin, PDE-5
inhibitors, types of insulin, propofol)
as a locally controlled item based on
what is determined to be at “high risk”
for diversion. In these circumstances,
the same principles described in these

guidelines may be applied.

Conclusion

Healthcare organizations should
develop a framework for integrating CS
diversion prevention strategies into a
comprehensive CSDPP. With engaged
leadership and interprofessional col-
laboration, organizations can foster a
culture of organizational and individual
awareness and accountability for CS di-
version prevention and response.
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Appendix A—Definitions of
terms related to diversion
prevention

All terms used in these guidelines have the
definition set forth in Title 21 United States
Code Controlled Substances Act (CSA)
(Section 102 of the Act [21 USC 802]) or part
1300 of Title 21 Code of Federal Regulations,
except where noted.

Administer: Defined in the CSA [CSA
§102(2); 21 USC 802(2)] (2), the term refers
to the direct application of a controlled sub-
stance to the body of a patient or research
subject by (a) an individual practitioner (or,
in his presence, by his authorized agent), or
(b) the patient or research subject at the dir-
ection and in the presence of the individual
practitioner, whether such application be
by injection, inhalation, ingestion, or any
other means.

Advanced analytics: Advanced analytics
capability is the application of machine
learning and artificial intelligence tech-
nology solutions to assist with efficient data
interpretation and analysis, with tools such
as dashboards, identification of trends and
insights.

Audit trail: Defined in the DEA regulations
[21 CFR 1300.03] but not in the CSA, the term
refers to a record showing who has accessed
an information technology application and
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what operations the user performed during a
given period.

Automated dispensing system: Defined in
DEA regulations [21 CFR 1304.02(g)] but not
in the CSA, the term refers to a mechanical
system that performs operations or activities,
other than compounding or administration,
relative to the storage, packaging, counting,
labeling, and dispensing of medications and
which collects, controls, and maintains all
transaction information.

Automated dispensing cabinet: Computer-
controlled, decentralized medication-
dispensing system designed for use in
healthcare facilities allowing for computer-
controlled storage and dispensing of drugs
and devices to licensed healthcare profes-
sionals near the point of care.

Biometric: Defined in DEA regulations [21
CFR 1300.03] but not in the CSA, the term
refers to authentication based on measure-
ment of the individual’s physical features or
repeatable actions where those features or
actions are both distinctive to the individual
and measurable.

Blind count: A physical inventory taken by
personnel who perform a hands-on count

of inventory without access to the quantities
currently shown on electronic or other inven-
tory systems. Blind counts are used to assess
the integrity of the automated inventory sys-
tems. (Source: www.businessdictionary.com/
definition/ blind-count.html)

Deliver: Defined in the CSA [CSA §102(10);
21 USC 802(10)], the term refers to the
actual, constructive, or attempted transfer of
a controlled substance or a listed chem-

ical, whether or not there exists an agency
relationship.

Dispense: Defined in the CSA [CSA §102(10);
21 USC 802(10)] but not in DEA regula-

tions, the term means to deliver a controlled
substance to an ultimate user or research
subject by, or pursuant to the lawful order

of, an individual practitioner, including the
prescribing and administering of a controlled
substance and the packaging, labeling, or
compounding necessary to prepare the sub-
stance for delivery. Additionally, the term dis-
penser, as defined in the CSA [CSA §102(10);
21 USC 802(10)] and DEA regulations [21
CFR 1304.02(c)], means an individual prac-
titioner, institutional individual practitioner,
pharmacy, or pharmacist who dispenses a
controlled substance.

Distribute: Defined in the CSA [CSA
§102(10); 21 USC 802(10)] but not in DEA
regulations, the term means to deliver (other
than by administering or dispensing) a
controlled substance or a listed chemical.
The term distributor means a person who so
delivers a controlled substance or a listed
chemical.
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Diversion: The term includes any un-
accountable loss, theft, use for unintended
purposes, or tampering of a drug. For pur-
poses of these guidelines, drug diversion is
amedical and legal concept involving the
transfer of any legally prescribed drug from
the individual for whom it was prescribed to
another person for any illicit use, including
any deviation that removes a prescription
drug from its intended path from the manu-
facturer to the intended patient.

Healthcare worker: Refers to an employee,

individual practitioner, or contracted worker
who provides services within an organization
and who has access to controlled substances.

Inventory: Defined in DEA regulations [21
CFR 1304.11], controlled substances inven-
tory “on hand” includes CS in the possession
of or under the control of the registrant,
including substances returned by a customer,
ordered by a customer but not yet invoiced,
stored in a warehouse on behalf of the regis-
trant, and substances in the possession of
employees of the registrant and intended

for distribution as complimentary samples.
Unusable CS being held for return or destruc-
tion are considered as part of inventory.

Individual practitioner: Defined in the
CSA [CSA §102(20); 21 USC 802(20)] but

not in DEA regulations, the term refers to a
physician, dentist, veterinarian, scientific in-
vestigator, pharmacy, organization, or other
person licensed, registered, or otherwise
permitted, by the United States or the juris-
diction in which the individual practitioner
practices or does research, to distribute,
dispense, conduct research with respect to,
administer, or use in teaching or chemical
analysis, a controlled substance in the course
of professional practice or research.

Long-term care facility: Defined in DEA
regulations [21 CFR 1306.02(e)] but not in
the CSA, the term refers to a nursing home
or a retirement care, mental care, or other
facility or institution that provides extended
healthcare to resident patients.

Password: Defined in DEA regulations [21
CFR 1300.03] but not in the CSA, the term
refers to a secret code, typically a character
string (letters, numbers, and other symbols),
that a person memorizes and uses to authen-
ticate his identity.

Pharmacist: Defined in DEA regulations [21
CFR 1304.02(g)] but not in the CSA, the term
refers to any individual licensed by a state

to dispense controlled substances and also
includes any other person (eg, pharmacist
intern) authorized by a state to dispense con-
trolled substances under the supervision of a
pharmacist licensed by that state.

Prescription: Defined in DEA regulations [21
CFR 1300.01(b)] but not in the CSA, the term
refers to an order for medication which is
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dispensed to or for an ultimate user but does
not include an order for medication which is
dispensed for immediate administration to
the ultimate user (eg, an order to dispense a
drug to a bed patient for immediate adminis-
tration in a hospital is not a prescription).
Readily retrievable: Defined in DEA regula-
tions [21 CFR 1304.02(h)] but not in the CSA,
the term means that certain records are kept
by automatic data-processing systems or other
electronic or mechanized recordkeeping sys-
tems in such a manner that they can be separ-
ated out from all other records in a reasonable
time and/or records are kept on which certain
items are asterisked, redlined, or in some
other manner visually identifiable apart from
other items appearing on the records.

Reverse distributor: Defined in DEA regu-
lations [21 CFR 1306.02(e)] but not in the
CSA. The term reverse distribute means to
acquire controlled substances from another
registrant or law enforcement agent for the
purpose of (a) return to the registered manu-
facturer or another registrant authorized by
the manufacturer to accept returns on the
manufacturer’s behalf or (b) destruction.

A reverse distributor is a person registered
with the DEA as a reverse distributor.

Significant loss: A significant diversion

is any unaccountable loss of a controlled

substance. Some states and local authorities

may have specific requirements for what

is considered significant. Organizations

should formally define what is considered

a significant loss and ensure consistent

application to investigations and reporting

requirements. In its 1971 regulation, 21 CFR

1301.74(c), DEA provided the following

list of factors to consider when making

determinations about whether losses are

significant:

o The actual quantity of controlled sub-
stances lost in relation to the type of
business,

o The specific controlled substances
lost,

o Whether the loss of the controlled
substances can be associated with
access to those controlled sub-
stances by specific individuals, or
whether the loss can be attributed to
unique activities that may take place
involving the controlled substances,

o A pattern of losses over a specific
time period, whether the losses ap-
pear to be random, and the results
of efforts taken to resolve the losses,
and, if known,

o  Whether the specific controlled
substances are likely candidates for
diversion, and

¢ Local trends and other indicators of
the diversion potential of the missing
controlled substance.

Waste: A quantity of controlled substance
that has not been used and is unable to be
used (eg, single-use vial, discontinued intra-
venous infusion) after being removed from
inventory in order to fill a medication order
or prescription.

Appendix B—Controlled
substances diversion
prevention program self-
assessment guide®®

Organization
accountability
o The organization establishes a con-

oversight and

trolled substances (CS) diversion
prevention program (CSDPP).

o The organization establishes an inter-
disciplinary CSDPP committee to
provide leadership and direction for
developing policies and procedures
for overseeing the CSDPP. A phar-
macy representative has a leadership
role on the CSDPP committee, and
there is a designated diversion officer
who coordinates activities of the
CSDPP. The diversion officer should
have alicense and a college degree
in pharmacy or nursing, with at least
5 years of healthcare experience;
ideally, the diversion officer would be
a licensed pharmacist with 10 years
or more of experience as a staff
or managerial pharmacist and an
advanced management degree (eg,
MHA or MBA). The diversion officer
should have a thorough under-
standing of medication management
systems and technologies (eg, ADCs,
medication carts, repackaging sys-
tems); CS surveillance and manage-
ment systems and techniques; federal
and state regulatory compliance
requirements; and auditing tech-
niques. The diversion officer should
be familiar with operations of the
pharmacy department (eg, ordering,
receiving, storage, preparation, dis-
tribution, administration, returns,
wasting) as well as other pertinent
areas (perioperative, anesthesia, pro-
cedure, clinic, research, and commu-
nity pharmacy areas). The diversion
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officer should be able to lead the
complex investigatory processes of
an interdisciplinary team, which will
require strong analytical and com-
munication skills, attention to detail,
organization, ability to work inde-
pendently and collaboratively, and
a commitment to healthcare ethics
and confidentiality. The Diversion
Officer should have formal training
in the processes of conducting a drug
diversion investigation and process
improvement techniques, including
conducting root cause analyses, and,
if performing interviews or interro-
gation, in those techniques as well.
The diversion officer should have
the ability to work with local, state,
and federal law enforcement organ-
izations during criminal investiga- .
tions, as well as with state licensing
agencies and national accrediting
organizations. The diversion officer
should have the ability to work with
the organization’s human resources
department and hospital leader- .
ship to develop strong policies to
protect HCWs and mitigate HCW
diversion risks. Familiarity with the
causes, symptoms, recognition, and
treatment of substance use disorder .
and human behavioral assessment is
desirable, as is a passion for patient
safety and protecting the organ-
ization from diversion. Diversion
officers should be familiar with
national, state, and local drug abuse
and diversion trends. They should
be involved with national, state, and
local organizations and efforts to help
raise awareness of drug diversion,
and attend local, state, and national
diversion meetings. .
The CSDPP committee
o Includes representatives from,
but not limited to, the following .
departments: medical staff,
anesthesia, pharmacy, nursing,
security, human resources,
compliance, risk management, o
administration, legal, communi-
cations, information technology,
and Employee Health.
o Ad hoc members such as infec- .
tion control, infectious diseases,

or media/public relations may be
added depending on the circum-
stances of the diversion.

o Establishes a charter that includes
membership composition, roles
and responsibilities, reporting
structure, and meeting frequency.

e Isproactive in its prevention
efforts and actively addresses pre-
vention control, diversion detec-
tion, incident investigation, and
reporting procedures (eg, minutes
that document monitoring trend
reports, quality-improvement
efforts and outcomes of those
efforts, compliance with existing
procedures, and reviews of in-
ternal and external audits and
action plans).

The functions of the CSDPP com-

mittee are integrated with existing

compliance management programs,
and the committee reports at least
quarterly directly to the senior lead-
ership of the organization.

A diversion response team that can

rapidly and effectively respond to

suspected incidents is established,
with notifications tiered based on the
stage of investigation.

The diversion response team mem-

bers conduct diversion risk rounds.®

Diversion risk rounds involve ob-

servation of areas where controlled

medications are received, stored, or
utilized, as well as interaction with
staff and patients in these locations.

The objectives are to assess security,

monitor compliance with regula-

tions and institutional policy, and
initiate process improvement where
warranted.

Established policies and procedures

reflect federal, state, and local regula-

tory requirements.

Policies and procedures build in

closed-loop chain of custody with in-

dividual accountability that is readily
auditable.

CS diversion incidents are collated,

reviewed, and analyzed to identify

further opportunities for improve-
ment in existing systems.

Surveillance data are trended and

shared with the CSDPP committee to
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review on at least a quarterly basis.
Trended information is acted upon,
corrective actions are implemented,
and resolution of the identified issue
is verified.

o The CSDPP conducts failure modes
and effects analysis to identify po-
tential points of risk and prevention
strategies.!

o The CSDPP ensures that policies
and procedure reflect a segregation
of duties where there is overlapping
processes for diversion risk.

o The organization identifies high-risk
areas where CS diversion could occur
and implements specialized controls
and more focused surveillance for
these areas when warranted.

o Drug Enforcement Administration
(DEA) licenses and other relevant
registrations are current, and power-
of-attorney designees are reevaluated
at least annually.

o The organization collaborates and
cooperates with key external stake-
holders, including local DEA officials,
local law enforcement, wholesalers,
technology vendors, state licensure
boards, and contract pharmacy
services.

Human resources management
(staff education, expectations,
culture, support)

o The organization implements a pro-
cess to remove a healthcare worker
(HCW) suspected of being impaired
from delivering patient care and to
prevent further access to CS either
pending investigation or after a con-
firmed diversion or policy breach.

o The organization has a clearly defined
full disclosure policy and process to
communicate to patients and families
that are affected by CS diversion.

o The organization conducts pre-
employment background checks for
HCWs who have access to CS in the
course of their job responsibilities.

o When HCWs with access to CS are
suspended, terminated, or other-
wise separated, the pharmacy and
designated system administrator
are notified immediately so access
to CS can be removed promptly,
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within a time frame defined by the
organization.

Known diverters who are licensed or
registered are reported to the appro-
priate licensing or registration board
as required by state law.

A comprehensive human resources
and occupational health approach

to support the CSDPP at a minimum
consists of (a) a written employee and
provider substance abuse policy; (b)
an HCW education and awareness
program; (c) a supervisor training
program; (d) an employee and pro-
vider assistance program; (e) peer
support and systems (eg, pharmacist
recovery network); (f) requirements
for drug testing, including a for-cause
policy for drug testing; (g) return-
to-work policies for HCWs; and (h)
sanctions for performance and diver-
sion violations.

The CSDPP ensures that training of
all staff with access to CS is manda-
tory and occurs annually and when
there is a significant change in pol-
icies or procedures.

Pharmacists participate in or
contribute to the development of
substance abuse prevention and
assistance programs within the
organization.

The organization’s senior leader-
ship emphasizes the importance

of reporting signs of a potentially
impaired HCW or suspected CS di-
version and its potential impact on
patient care, including ramifications
for failure to report; communicates
the expectation that staff speak up
when they become aware of or sus-
pect an issue related to CS diversion;
and ensures and communicates that
staff will be protected from retaliation
if they report a suspected CS diver-
sion or impaired HCW.

The organization establishes and
communicates ways for staff to speak
up anonymously (eg, telephone hot-
line, paper or electronic submission)
and posts signs explaining how to
report suspected diversion near every
CS point of access.

All HCWs receive annual education in
diversion prevention and substance
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abuse and diversion awareness (signs
and behavior patterns and symptoms
of impairment) and reporting; and
managers receive training in signs,
symptoms, and behavior alerts, what
to do when they suspect an HCW may
be impaired, and managing HCWs in
recovery.

The organization establishes a pro-
cess to support recovery and peer
assistance programs for those who
have diverted for an active substance
abuse problem.

Drug testing for cause is permitted,
and, as required by licensing boards
or other employment contracts,
organizations implement reliable
testing and validation for drug
screening.

Human Resources (or Employee
Health, if they are the individual
responsible for drug testing) should
be informed of the suspected drug(s)
involved to ensure the appropriate
test panel is used so a drug test does
not result in a false negative.

The organization establishes behav-
ioral standards and norms among all
HCWs that discourage the abuse of CS.
An ongoing CS diversion education
program is in place to promote the
safe handling of CS and awareness of
medication diversion. Education on
medication diversion and CS policies
and procedures is required before
authorizing HCW access to CS.

The organization develops and en-
forces sanctions for CSDPP policy
and procedure violations.

If provider services are contracted,
contracts provide that all contracted
workers receive education regarding
CS and that the contracted company
notifies the organization immediately
if there is disciplinary action against
an HCW or if an HCW is removed be-
cause of an impairment issue.

Automation and technology

ADCs are implemented, at min-
imum, in all high-risk locations (eg,
surgery or anesthesia areas, central
pharmacy).

An interdisciplinary team that in-
cludes pharmacy representation
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participates in the selection and
implementation of all medication-
related automated systems (eg, sur-
veillance software) and technology
(eg, ADCs, syringe and infusion
pumps, security devices) to ensure
they support CS diversion control,
surveillance, and auditing and meet
legal, regulatory, and functionality
requirements.

Pharmacy representatives have an in-
tegral role in the selection and imple-
mentation of all medication-related
automated systems and technology.
The organization works proactively
with vendors to ensure there is ad-
equate training and implementation
testing before installing or upgrading
new technology equipment or
software.

Changes in or upgrades to existing
technology are reviewed by key
stakeholders, including pharmacy
representatives, to assess potential
impacts on systems of CS control,
surveillance, and auditing, and
changes or upgrades are tested and
vetted to ensure implementation
meets legal, regulatory, and function-
ality requirements.

Records generated from technology
solutions are readily retrievable and
contain information required to con-
duct investigations and fulfill investi-
gator requests.

Reporting capability is tested to
ensure that records with complete
and accurate information are readily
retrievable.

Surveillance reports generated from
automated technology solutions are
produced on a scheduled basis, as
determined by the CSDPP, and in-
clude but are not limited to discrep-
ancies, overrides, user metrics, and
inventory reports (see Monitoring
and Surveillance section).

Staff is adequately trained regarding
their roles and responsibilities in the
use of automation and technology,
and competency is assessed when an
HCW is on boarded to a new position
or responsibilities, annually there-
after, and when there is a relevant
change to existing technology.
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Access to CS in ADCs is limited to
authorized individuals, and there is

a process in place to immediately

add or rescind access privileges (eg,
suspected diverters can be removed
immediately, other users [e.g., ter-
minated HCWs] removed within 24
hours, and temporary HCWs added
as necessary).

Administrative privileges that allow
staff to add, delete, or change ac-

cess permissions for ADC users

are limited to as few individuals as
possible, and a record of all actions is
maintained.

Policies and procedures specify that
ADC overrides should be limited
only to clearly defined situations. The
amount of CS available for dispensing
via ADC override functionality is
minimized, and the process is dir-
ected by a comprehensive policy and
review process that includes ensuring
use is clinically appropriate, a valid
order exists, and there is appro-
priate documentation in the medical
record.

The pharmacy department is the party
responsible for authorizing access to
CS and for adding and removing users
to ADCs. If this authority is delegated
to informatics or security personnel,
the pharmacy department should still
maintain responsibility to oversee the
process and ensure that established
procedures are followed. The activ-
ities of those with access to system ad-
ministration functionality should be
reviewed at least annually by a neutral
party.

Controls are in place to limit lock-out
access times, and this access discon-
tinued as soon as possible when pa-
tients are transferred or discharged.
ADC or electronic vault downtime
procedures are defined to main-

tain control, documentation, and
accountability of CS. Considerations
for downtime procedures include but
are not limited to backup surveillance
(eg, cameras); storage, access, and
security controls; information man-
agement (eg, PDMP and decision
support alerts, interface function-
ality); and recovery.

ADC admission, transfer, and dis-
charge patient profile information is
managed in a timely manner.

Monitoring and surveillance

The CSDPP committee identifies
surveillance reports (eg, discrepancy
and user transactions), metrics, re-
sponsibility for conducting reviews,
timeframe for resolution, and fre-
quency of reviews (see Table 1 for
example KPIs).

The organization, through the CSDPP

committee, establishes surveillance

requirements, including defining
monitoring and surveillance meas-
ures, thresholds of variance that re-
quire action, reporting frequency, and
surveillance procedures, and ensures
that all elements are implemented,
conducted in a timely manner, inves-
tigated, and reported as required.

The CSDPP committee provides

facility oversight to ensure that es-

tablished audits for facility-based
diversion monitoring are conducted
and documented.

There is a process defining the escal-

ation of discrepancies that cannot

be resolved (“unresolvable discrep-

ancies”) or CS policy and procedure
violations that include the director of
pharmacy or designated pharmacy
manager and other hospital leader-
ship, including the chief executive
officer, as appropriate.

Surveillance processes are interdis-

ciplinary and touch all aspects of

the CS management system, from
purchasing to waste and disposal.

Self-audits are conducted within

areas as well as regularly scheduled

audits by individuals external to the
area being audited.

The organization periodically audits

human resources requirements for

individuals authorized to handle CS,
including

> Completion of required back-
ground checks.

e Documentation of training and
competency requirements for
authorized staff.

o Compliance with random drug
testing requirements.

AM J HEALTH-SYST PHARM | VOLUME79 |

NUMBER 24 | DECEMBER 15, 2022

o Compliance with licensure board
reporting and rehabilitation pro-
gram requirements.

Drug purchase history is monitored

through regularly scheduled audits to

identify diversion through variations
or changes in volume or pattern.

o CS purchase invoices are com-
pared to CS purchase orders and
receipt into the pharmacy’s per-
petual inventory.

> Invoices are reconciled to state-
ments or wholesale purchase
history reports to detect missing
invoices.

o Aprocess is in place to identify
unusual peaks in quantity or fre-
quency of CS purchases (eg, quar-
terly review of purchases over the
prior 12- 24 months).

°  Wholesaler is able to flag unusual
peaks in quantity or frequency of
CS purchased.

A perpetual inventory of all CS is

maintained and verified on a sched-

uled basis, consistent with the control
system used (eg, inventory managed
with ADCs with closed compart-
ments and unit-of-use access limita-
tions versus manual inventory).

e CS counts from ADCs are verified
(blind count) each time a CS
drawer is accessed, and a com-
plete inventory for CS in ADCs is
conducted weekly by two author-
ized HCWs. The inventory count
is not required for drugs accessed
and verified during that week.

o Deliveries, replenishment, and
stocking of CS in patient care
areas will be done by authorized
pharmacy personnel and require
an auditable verification of de-
livery and receipt.

o CSinventory in the pharmacy CS
vault is counted at least monthly.

°  Outside pharmacy areas, CS
storage areas in which CS are not
managed through ADCs are in-
ventoried at each shift change by
two authorized HCWs.

° A biennial physical inventory of
all CS is completed and docu-
mented per DEA requirements
(or per state requirements,
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whichever is the stricter

interpretation).
ADC reports are routinely monitored
to ensure overrides occur only as per-
mitted by policies and procedures.
ADC override reports are reviewed
daily to ensure an order exists during
the time the medication was accessed
from the ADC, and corresponding
documentation is in the medication
administration record (MAR).
Reports match CS vault transactions
with receipt into ADC and/or paper
inventory record with signature of
receipt.
Diversion monitoring software is
implemented to support surveillance
activities.
A person is dedicated to surveillance
monitoring and is accountable for
optimizing implementation and
functionality of diversion moni-
toring software. Other disciplines (eg,
nursing quality, anesthesia providers)
are actively involved in surveillance
audits and assist with evaluation of
trends and incident investigation.
Reports that monitor CS use in pa-
tient care areas are reviewed at least
monthly by pharmacy and patient
care managers as defined by the
organization. The organization has a
process to generate CS trend data and

reports:
o Tracking and trending of patient
care usage.

e Reports compare ADC activity
with the prescriber order and
MAR.

o The MARis reviewed for amount
and quantity administered
compared to what other care-
givers administer on subsequent
shifts (without patient change in
condition).

o ADC CS activity is compared to
peers with similar staffing respon-
sibilities and appointments.

o Transaction activity (eg, inven-
tory abnormalities, removal of
quantities greater than prescribed
dose, cancellations, returns, and
waste) is compared with peers.

o The MARis reviewed for transac-
tions that occur abnormally (eg,
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after a patient is discharged or

transferred to another unit.)
Prescribing practices are reviewed for
unusual trends or patterns, such as
variance in prescribing compared to
peers.
Patient response to medication (eg,
pain management) is also evaluated
against medication administration,
documentation of response, and pa-
tient interview.
Nursing management conducts
random patient interviews to verify
that patients received pain medi-
cation and that the medication
adequately controlled pain and also
compares responses to nursing pa-
tient assessment notes and MAR.
Nursing management integrates
routine auditing and surveillance
activities into core daily, weekly, or
monthly responsibilities, including
staff education regarding signs of
diversion, symptoms of substance
abuse, and diversion reporting
procedures; review of nursing re-
moval, return, and wasting records;
development, implementation, and
monitoring of procedures for wit-
nessing CS-related transactions; and
investigation and reporting of sus-
pected diversion in accordance with
organization procedures.
CS storage inventory transactions
are routinely compared with the
MAR (eg, anesthesia record, sedation
record, electronic MAR) to ensure ap-
propriate documentation of adminis-
tration and waste.
Anesthesia CS audits are performed
on a regularly scheduled basis,
as determined by the process for
managing CS for anesthesia, identi-
fied risk points, and previous events.
CS discrepancies are reported to the
supervisor in charge, who reviews
and attempts to resolve the discrep-
ancy no later than the end of the work
shift. Discrepancies that cannot be
resolved (unresolvable discrepan-
cies) are reported immediately to the
pharmacy department and are jointly
reviewed by pharmacy and patient
care leadership, with resolution
within 24-72 hours.

The supervising or other designated
pharmacist is notified of unresolvable
discrepancies in ADCs and supports
the reconciliation investigation; a
pharmacist has responsibility for
investigating the discrepancy, even
when a pharmacy technician assists
with these duties.

A trend of poor documentation
practices by an HCW is reviewed

by his or her immediate supervisor
(eg, nursing or pharmacy man-

ager, department chair) for possible
diversion.

There is a procedure for random
assay testing of waste from all high-
risk, high-volume areas, including
areas for pharmacy sterile products
preparation, anesthesia administra-
tion, and surgery.

CS dispensed in high-risk settings
(eg, for operating room cases or pro-
cedures) are reconciled by pharmacy
against what CS were documented as
administered or wasted.

Investigation and reporting of
suspected diversion
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The organization creates and im-
plements a standard process to
investigate discrepancies that are not
resolved (unresolvable discrepan-
cies) or other discovered or suspected
diversions.

Any unresolvable discrepancy is

considered a possible diversion

and escalated to investigation, and

notifications occur as defined by the

CSDPP.

A process is in place to report and

respond to suspected diversions and

prompt an immediate investigation:

o There is a way to report (anonym-
ously, if desired) a suspected
CS diversion 24 hours-per-
day/7 days-per-week (eg, pager,
phone, or other emergency alert
notification system).

° Aninterdisciplinary drug diver-
sion response team is in place to
provide consultation, direction,
and oversight for suspected diver-
sion incidents.

o Designated team members
external to the area under
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investigation are also involved
to ensure the impartiality of the
investigation of incident.

o Astandardized process exists
for interviewing suspected CS
diverters.

o Guidelines are in place for the
handling of suspected impaired
HCWs and drug testing, including
guidance when for-cause testing
may be initiated.

A defined process is in place for the

internal and external reporting of

medication diversion incidents.

The pharmacy director or his or her

designee and diversion officer (if

different) are notified immediately of
any suspected diversion within the
organization, participate in all active
investigations regarding CS diversion,
and are informed of the outcomes of
all investigations.

There are guidelines for

determining whether a CS loss is

considered significant, which in-
clude factors such as

°  Quantity of CS lost in relation to
the type of business.

o The specific type(s) of CS lost.

o Whether the loss can be as-
sociated to access by specific
individuals or can be attributed to
unique activities.

o Apattern of losses over a specific
time period, whether the losses
appear to be random, and the re-
sults of efforts taken to resolve the
losses.

o Whether the specific CS are likely
candidates for diversion.

> Local trends and other indicators
of the diversion potential.

There are guidelines for engaging

others internal to the organization,

such as the risk management, legal,
and human resources departments,
as well as leadership levels of medical
staff and administration. Guidelines
specify who will coordinate the in-
vestigation, including communica-
tions to appropriate team members,
conducting the investigation, and
coordinating internal and external
reporting.

GUIDELINES ON PREVENTING DIVERSION OF CONTROLLED SUBSTANCES

If the organization becomes aware
of an arrest of an HCW for illicit use
of CS, the organization immediately
conducts an investigation of the
HCW'’s transactions to assess whether
diversion has occurred. The organ-
ization assesses whether to suspend,
transfer, terminate, or take other
action (eg, remove access to CS) or
other sanctions against the HCW. The
organization immediately removes
access privileges to CS if diversion

is suspected, until the investigation

is complete and a determination of

diversion or other risks to patient care
is made.

The organization establishes guide-

lines for engaging external entities,

such as DEA, licensure boards,
laboratories (for testing), and local
law enforcement. Guidelines specify
who is required to be notified, when
notifications take place, who is re-
sponsible for contacting the agency/
designated representative, and the
time frame and circumstances for
notification.

The organization fulfills all re-

porting requirements for diver-

sion or other unaccountable loss

of CS in accordance with laws and

regulations.

o Investigations are conducted as
thoroughly and completely as
possible; reporting occurs when it
is determined that the discrepancy
is unresolved or that there has
been a known theft or diversion

o Organizational policy defines
when a DEA Form 106 should be
completed with discrepancies
that remain ultimately unre-
solved. There are clear responsi-
bilities for completion of a DEA
Form 106 for a theft or significant
loss, who within the organization
is to be notified, and when.

Quality improvement

For significant diversions, a quality-
improvement review is initiated,
including a root cause analysis and
recommendations to prevent future
occurrences.
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Representative(s) from the area
where there is a suspected diversion
are engaged in the investigation and
refinement of prevention strategies.
Proactive, systemic analyses of CS
processes are conducted, such as a
failure mode and effects analysis, to
identify risk points and take action
to improve diversion prevention
practices.

Communications

Organizational guidelines specify
how to respond to media inquiries,
when to notify the media, what in-
ternal communications are required,
and who is responsible for approving
media communications and con-
tacting the media representative.

Chain of custody
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Authorized HCWs verify dispensing
and receipt of CS and are secured
immediately. In areas without ADC
storage, the HCW delivering and the
HCW receiving CS both cosign docu-
mentation of receipt.

When using an ADC for dispensing
and storage of CS, transactions
should be tracked and reconciled
electronically.

Sending CS via a pneumatic tube
system is not recommended; if em-
ployed, delivery requires a secure
transaction function (eg, not a gen-
eric passcode when CS is received in
a patient care area).

Persons transporting CS (eg, cour-
iers) are trained and competent in
relevant organizational policies and
procedures.

When using a courier for CS trans-
port, procedures and documenta-
tion are in place to ensure receipt

of CS at the final destination. CS
delivery to areas with ADCs requires
co-signature for delivery and return.
Hand-offs during a patient procedure
are generally avoided, but in the
event a hand-off is unavoidable, such
as during an active surgical case (eg,
prepared case trays, break coverage,
or change of shift), there are pro-
cedures to document the chain of
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custody and document provider
transfer of CS.

o Secure, lockable, and tamper-evident
delivery containers (eg, carts, trays,
boxes, prescription bags) are used to
deliver CS. Packaging does not make
the contents apparent (eg, opaque
containers).

o When used, tamper-resistant or
tamper-evident mechanism on trans-
port containers should be traceable
(eg, plastic tie locks with a unique
numerical identifier).

o Thereis a process to ensure that
chain of custody is maintained when
transferring CS to a laboratory service
(internal or external) analyzing prod-
ucts as part of an investigation or
random assay process.

o Dispensing a prescription for CS to
patients from patient care areas, such
as the emergency department, is not
recommended; if such dispensing oc-
curs, chain of custody is documented
from the provider to the patient.

o The organization establishes a
procedure for transfer of CS to
emergency medical services that
complies with federal, state, and local
requirements.

o When discharging and transporting
patients to another location outside
of the licensed organization, it is re-
commended, when clinically feasible,
to discontinue CS infusions and pro-
vide incremental dosing during trans-
port, then re-start upon arrival at the
new facility or arrange for continuity
of therapy when the patient is re-
ceived for transport.

Storage and security (facil-
ities, requirements, inventory
management)

e CSare securely stored in a locked lo-

Environmental services and other
support staff should not have
access to central CS storage loca-
tions when unattended (eg, after
hours).

When used, lockboxes are stored
in a secure location when left
unattended.

Codes for electronic or keypad
locks on cabinets or carts are not
set at the manufacturer’s default
code and are protected with a
strong code (eg, not “1-2-3-4").
Lock-out times for electronic
locks on carts (eg, medication
carts, anesthesia carts) containing
CS are limited to the narrowest
window of time appropriate for
the particular setting.

There is a procedure to track keys,
secure keys after hours, replace
lost keys, and change locks, and
there is evidence of compliance
with those procedures.

Storage of CS in patient care area
refrigerators is minimized and ac-
cess limited to authorized HCWs.
CS stored in compartments or
boxes within refrigerators are
secured and key access limited. .
For example, keys may be kept in
a dedicated single-access pocket
in the ADC that opens when the
CSis selected from the patient
profile and returned to the pocket
after removing the CS.

Storage areas, including medi-
cation rooms, have a window to
allow visibility within the area.
Backpacks, purses, and bags

are not allowed in these areas.
Camera surveillance is present .
in primary CS pharmacy storage
and preparation areas (eg, CS
vault).

key controls, use of passwords,
and schedule for changing lock
codes (where there is not bio-
metric or card reader access).

o Atleast every 6 months there is a
complete assessment of all staff
with access privileges to ensure
that only those permitted access
have access (eg, authorized
HCWs, temporary employees,
independent practitioners with
privileges). Inactive users (eg,
those who have not accessed the
system within a specified period
of time) have their access sus-
pended or removed.

o Removal of access occurs imme-
diately when HCWs are termin-
ated. For auditing purposes, staff
termination reports (date and
time) are reconciled against date
and time of documented removal
of access.

o Patient-specific CS infusions are
contained in a secured, locked
box utilizing no-port tubing un-
less under constant surveillance.
Keys and access to these controls
are limited and tracked.

CS storage locations are reviewed

by security personnel to evaluate

the potential need for enhanced

physical security controls (eg, glass

break alarms, door sweeps, cameras,
and door contact detectors). Panic
buttons should be considered as part
of the overall security system and
should be accessible to staff in the
main storage location (eg, main phar-
macy, vault) and public-facing loca-
tions (eg, community pharmacies).

The central pharmacy vault is con-

sidered a high-risk location and

should be supported by automated
dispensing technology.
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cation (ie, ADC, safe, locked cabinet/ o Access to CS storage areas is minim- o Within pharmacy areas with ADC

drawer, refrigerator) accessible only ized and limited to authorized staff. vault management, CS inventory

to authorized individuals at all times > When key lock security is used,

unless in the direct physical control
of an authorized individual. CS not
under the direct physical control of
an authorized individual are stored in
an area allowing direct observation at
all times and where distractions are
minimized.
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chain of custody is maintained
for keys, and there is a process to
secure keys after hours in loca-
tions not in continuous operation.
There are policies and procedures
regarding CS access, including
restrictions through assignment,
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verification counts are conducted
by two rotating, licensed, or other-
wise authorized pharmacy providers
monthly. For pharmacies without
ADC technology vault management,
a physical inventory is conducted

at least once per month, preferably
weekly.
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o Inventory count includes expired
and otherwise unusable CS
awaiting disposal or transfer to
reverse distributor.

o CS counts done via ADCs and
manual systems are verified by
a blind count each time a CS
location (eg, drawer, pocket, and
refrigerator) is accessed.

ADC technology is utilized in areas

with a high volume of CS use,

including the pharmacy, anesthesia
and surgery areas, high-volume
clinics, and outpatient procedure
areas.

User identification and biometric

authentication are used rather than

passwords. When biometric authen-
tication is not available, password
security on ADCs follows institutional
policy and standards and includes re-
quirements for password complexity
and frequent changes. Organizations
should develop countermeasures
when biometrics authentication tech-
nology is available, but an HCW is not
able to use biometrics.

For manual access to CS, signature

and initial logs recording receipt and

disposition are maintained as appro-
priate. Any HCW receiving, transfer-
ring, or dispensing CS will be able to
provide photo identification upon
request.

Camera surveillance is considered

for high-risk locations (eg, receiving

areas, central pharmacy vault loca-
tion, and approved waste recept-
acles), remote areas, areas where
electronic or biometric access are
not available, distribution locations

(eg, public access or other exchange

locations), and when for-cause sur-

veillance is required to support an
investigation.

Procedures are implemented to

secure storage of DEA forms, and ac-

cess to forms is limited to authorized
individuals.

o There are procedures and docu-
mentation (eg, a log book) for
tracking the receipt and filling of
DEA Form 222.

o Blank DEA Form 222s are
listed consecutively on a log

documenting the disposition of
each form.

o The DEA Form 222 log is stored
separately from unused DEA
forms.

e DEA Form 222s are not
pre-signed.

Procedures are implemented to

secure prescription pads and paper,

and access is limited to authorized
individuals.

o Prescription blanks and paper
for printing prescriptions are
dispensed per patient rather than
the entire prescription pad.

o There is a method (eg, numbering
system) to allow for tracking of
individual prescriptions.

Organizations consider providing,

in collaboration with local and state

authorities, a public collection (“take-

back”) receptacle or kiosk for dis-
posal of CS by patients. Pharmacists
should ensure the security of the
receptacle (eg, bolting to floor and
surveillance) and ensure witnessed
removal and that the chain of custody
is maintained. Other measures for
returns control should be considered,
such as recording package weight
and inspecting for shipping package
integrity until transfer or disposition.

Procedures are established that en-

sure controls are in place to secure

CS and prevent diversion in the rare

cases in which CS is brought into the

organization by patients.

> Patient’s own CS should
only be administered to the
patient pursuant to an au-
thorized prescriber’s order.
Documentation of patient’s own
CS, quantity inventoried, and
signatures of two verifying HCWs
should be recorded in the med-
ical record.

e  Patient’s own medications may be
mailed home, returned home by
a designated agent of the patient,
or disposed of by the patientin a
collection receptacle.

o When there is a physician order
to use the patient’s own CS, the
patient’s CS are secured and
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tracked via a perpetual inven-
tory record, and any remaining
doses are the responsibility of the
patient to take home or dispose
of in a collection receptacle upon
discharge.

e CSthat cannot be returned to
home, are unable to be secured
by the patient, or are abandoned
by the patient are inventoried and
stored securely per organization
policies until disposition can be
arranged. The chain of custody
is always maintained (eg, the
patient or patient’s representative
signs that he or she has received
the CS, noting the quantity and
signature of receipt).

o Ifpatients bring illicit substances
into the organization, procedures
address notification of the local
DEA office and law enforcement,
as required by law, and as advised
by those authorities.

Internal pharmacy controls
Procurement controls
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All CS are procured by the phar-
macy. If other departments or in-
dividuals are authorized to procure
CS, there are checks and balances
established to ensure the same
policies and procedures are con-
sistently followed throughout the
organization.

The number of people authorized to
order CS is limited to individuals au-
thorized and defined by policy.
Ordering is integrated into auto-
mated inventory tracking systems
when possible, based on usage or
established par levels, and need for
adjustments is monitored. There is a
process in place to monitor for a wide
variation (eg, increase) in ordering
quantities, frequency of ordering, or
unusual products ordered (eg, bulk
bottles when unit-dose is usually
stocked).

Electronic CS ordering system
(CSOS) is used and CSOS order files
are backed up to an organization-
based system to ensure that archived
files are readily retrievable by desig-
nated personnel.
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If DEA Form 222s are used, they are
secured, and the DEA Form 222 ac-
countability and control log includes
o DEA order form number

o Date the form was received from
the DEA

o Date the form was issued for use

o The company the form was
issued to

o The initials (if the organization
uses a signature/ initial log) or
signature of user

Separation of duties exists between

the ordering and receipt of CS.

o Upon receipt, two authorized
individuals conduct a visual
inspection for package integrity,
count, sign (two signatures), and
date (packing slip) and confirm
that what is received matches
what was ordered and invoiced
(purchase order and invoice).

o Apharmacist reconciles CS re-
ceived against what is indicated
on the delivery ticket or invoice
and documents receipt as re-
quired; the documents will be
signed or initialed and dated. CS
purchase invoices are compared
to CS orders and receipt into the
pharmacy’s perpetual inventory.
Since the invoice-receipt pair
may both be removed with CS
diversion, invoices also are recon-
ciled to statements or wholesale
purchase history reports to detect
missing invoices. Staff should be
cross-trained and rotated through
functions related to procurement
and prepackaging.

o All drug invoices should indicate
the total number of pages in the
invoice. The pharmacist in charge
or delegate must verify that drugs
detailed in all the pages of an in-
voice are being received.

o Automated vault technology is
utilized in the central pharmacy
main storage location, and re-
ceipts reports are reconciled with
delivery ticket and invoice.

o Ifthe HCW who provides the
second count at check-in is not
a pharmacy employee (eg, ata
small organization where only
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one pharmacy employee is
available), the designated HCWs
receive appropriate training.

> CSOS orders are acknowledged
as received within 7 days of re-
ceiving the order.

o CSinventory levels are routinely
reviewed, and orders are based
on usage to minimize excess
stock.

There are processes to track and rec-

oncile CS products when preparation

is outsourced to a third-party vendor.

There are procedures for

interorganization transfer and trans-

port of CS, including distribution
from or to a central distribution hub
within an organization.

There are procedures for transfer of

CS between pharmacies.

The organization establishes a policy

that discrepancies in the procure-

ment process will be documented
and brought to the attention of the
director of pharmacy or designated
pharmacy manager immediately.

Preparation and dispensing controls
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A perpetual inventory is maintained
and a blind count process is used
when adding or removing CS from a
pharmacy inventory location.
Access to CS inventory is limited,
with controls to identify who ac-
cessed the inventory, when the
inventory was accessed, and what

changes were made to the inventory.

Effective access controls are in place
to ensure the integrity of the inven-
tory and provide for accurate, timely
surveillance.

To minimize opportunities for CS
diversion during repackaging, CS
are purchased and dispensed in unit
dose packaging whenever possible,
and when repackaging is required,

it is configured to minimize waste.
There are diversion controls in place
when CS are repackaged by phar-
macy personnel, including separ-
ation of duties and chain of custody
controls.

ADC technology is utilized in patient
care areas for the distribution and
accountability of CS.
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In patient care areas, ADC-managed
CS counts are verified by a blind
count each time a CS drawer/
pocket/cabinet is accessed (unless
unit-of-use dispensing technology is
employed).

In patient care areas, CS managed
through ADCs are manually inven-
toried by two authorized HCWs if a
blind count has not been performed
within one week.

In patient care areas, CS not man-
aged through ADCs are manually
inventoried by blind count by two
authorized HCWs every shift. The
perpetual inventory log includes the
drug product, quantity, date, and
signatures of those conducting the
inventory.

CS managed through ADCs are
stored in a location with single pocket
or unit of use access when possible.
Barcode-scanning is utilized when
replenishing ADCs.

When dispensing, removal from the
pharmacy inventory is matched to
the refill transaction on the patient
care unit to validate that CS reach
their destination.

CS returned from nursing units to the
return bin of the ADC or to the phar-
macy are matched to the CS received
by the pharmacy and documented in
the perpetual inventory or a return to
active inventory transaction on the
ADC.

Returns from the patient care and
procedural areas (eg, emptying a re-
turn bin) have an auditable verifica-
tion of return. Returns are inspected
for integrity.

Prescribing and administration
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A valid order from a licensed, au-
thorized prescriber exists for all CS
administered, and the number of CS
allowed via ADC override status is
minimized.

There is a process to identify and
verify authorized prescribers within
either an electronic or manual or-
dering system. There is also a process
to identify and verify authorized pre-
scribers and prescriptions written by
medical residents or other providers

€20z Alenuged 10 Uo Jasn JHSY Aq G92#5/9/6.22/+2/6.L/o11e/dufe/wod dnorolwspeoe)/:sdjy Wouj papeojumoq



GUIDELINES ON PREVENTING DIVERSION OF CONTROLLED SUBSTANCES ASHP REPORT

who are authorized to prescribe CS
under the organization’s DEA regis-
tration (eg, use of a suffix).

CS prescriptions and orders are
periodically audited to ensure they
are only initiated by authorized
prescribers.

Pharmacists clarify any orders for
which prescriber identity is uncertain
or other factors create doubt about
the legitimacy of the prescription or
order.

Oral orders for CS entered into the
medical record are reviewed for ap-
propriateness and accuracy by the
ordering prescriber before cosigning
orders.

Oral orders that have not been
cosigned are reviewed and trended.
The use of range orders for CS is
prohibited.

Prescriptions or orders for CS are
reevaluated regularly (eg, through
use of automatic stop reminders,
by discontinuing and reordering CS
per organizational policy when pa-
tients transfer to a different level of
care). Medical staff, in coordination
and consultation with the phar-
macy department, develops and im-
plements an automatic stop-order
system for CS when there is not a
specific time or number of doses
prescribed.

Organization policy prohibits au-
thorized prescribers prescribing for
themselves or an immediate family
member.

The organization assesses lock-out
times for ADCs and duration for tem-
porary access, including appropriate
number and units of ADCs for which
each HCW is granted access.

CS are retrieved from inventory for
one patient at a time, and as close

to the time of administration as
possible, as defined by organiza-
tion and appropriate to the care
setting. CS retrieved for a patient is
the package size equivalent to, or
closest available to, the dose to be
administered.

When being administered to a pa-
tient, CS infusions are secured in
locked infusion pumps.

All CS drawn up into syringes, if

not immediately administered, are

labeled per organizational policy,

and the initials of the HCW who

drew up the drug are written on

the label. Syringes are kept under

the direct control of the person

preparing the syringes until ad-

ministration to the patient, and the

initials on prepared syringes are

verified immediately before admin-

istration to ensure that the syringe

has not been switched. Generally,

only single doses are drawn up

into a syringe. When sequential

doses are required from a single

syringe, there is a method to track

the dose ordered versus the dose

administered.

In areas in which CS are not man-

aged through ADCs, CS disposition

and administration records are

accurate and include the following

information:

e Date and time administered

e Medication name

e Medication strength

> Dosage form

e Dose administered

o Signature of the HCW who ad-
ministered the dose

o Amount wasted (if applicable),
with cosignature

o Proof of count verification per
shift

o Signature of HCW who trans-
ferred the balance forward when
transcribing to a new record

Returns, waste, and disposal

CS are stocked in as ready-to-use
form as possible (eg, avoiding the use
of multidose vials or oral liquids) and
in the lowest commercially avail-
able units frequently prescribed to
patients. Inventory and practice is
routinely evaluated for opportunities
to reduce the need to waste.
Procedures require that CS be wasted
immediately or as close to the time
of administration as possible; there is
an established timeframe allowed per
policy.

The wasting of all CS requires

an independent witness and
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documentation, except in situations
in which waste is being returned to
the pharmacy for assay and wasting.
CS waste receptacles are installed
adjacent and in line of sight to the
ADC console for witnessing and
documenting waste.

An individual witnessing CS wasting
verifies that the volume and amount
being wasted match the documen-
tation and physically watches the
medication being wasted per policy
for safe disposal and in a manner that
the CS is not retrievable.

There is a procedure for wasting fen-
tanyl transdermal patches according
to Food and Drug Administration or
state-specific guidelines in a manner
that renders the fentanyl non-
retrievable or otherwise deactivated
before disposal.

Pharmaceutical waste containers
render CS unrecoverable, non-
retrievable, and unusable. Containers
and their keys are secured, and

a process for waste removal and
disposal that ensures that chain-of-
custody controls are maintained is
implemented.

Potentially reusable products issued
from ADCs are returned to a secure,
one-way, return bin or pocket and not
to the original ADC pocket,

and these returns are witnessed and
have an auditable verification of return.
Returns are inspected for integrity.
Empty CS containers are discarded
in limited-access waste containers
that render the waste non-retrievable
and waste procedures comply with
organizational procedures for waste
management.

Expired or otherwise unusable CS
are clearly identified as such and
stored in a location separate from
other medications. They are properly
accounted for with a perpetual inven-
tory list that is regularly verified, as is
other CS inventory within the phar-
macy, and the inventory is monitored
until return via reverse distributor or
destruction and disposal in accord-
ance with legal requirements. The
frequency of returns and destruction
ensures that inventory is not allowed
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to accumulate, but returns and de-
struction are done at least quarterly.

o Documentation is provided by the
reverse distributor, is verified, and
corresponds with the pharmacy per-
petual inventory record of expired
and unusable CS before the drugs
leave the pharmacy.

o DEAregistrant or his or her designee
assists with all phases of transfer of
CS to areverse distributor or haz-
ardous waste disposal company.

o Items returned via reverse distribu-
tion are reconciled with the reverse
distribution log of CS.

o Ifthe inventory quantities are
double-counted separately by the
reverse distributor, these recorded
quantities should be reviewed and
reconciled with the pharmacy inven-
tory list before the medications leave
the pharmacy.

Community and mail order

pharmacies

o There are physical access controls, such
as secured storage cabinets only ac-
cessible by badge or biometric access,
to limit and track access by personnel.

o The organization considers pla-
cing cameras and panic buttons in
high-risk areas such as CS storage

areas, dispensing areas, verification
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areas, will-call, and drug take-back
receptacles.

The organization has security meas-
ures in place (eg, cameras) to monitor
theft and provide an avenue for dis-
crepancies to be resolved in a timely
manner.

The organization ensures that re-
quired registration and documen-
tation is completed and current

for special programs (eg, drug
collection receptacle site registra-
tion, compliance with the Combat
Methamphetamine Epidemic Act of
2005 [CMEA]).

The pharmacy has developed a
report or auditing process to com-
pare CS purchases with utiliza-
tion to identify discrepancies and
trends.

The pharmacy has a system for pro-
cessing hard-copy CS prescriptions
that provides documentation of the
chain of custody and files CS pre-
scriptions sequentially.

The pharmacy has a system in place
to audit documentation of the chain
of custody, including dispensing to
the patient or their authorized repre-
sentative. The pharmacy maintains a
perpetual inventory of Schedule IT CS
that is maintained and audited at least
monthly.

o The pharmacy utilizes labels from
prescription management software in
the perpetual inventory log to identify
the quantity of Schedule II CS filled.

o The pharmacy has established
procedures for managing and
documenting partial fills of CS.

o Pharmacy collection receptacle sites
meet appropriate DEA registration
requirements.

o The pharmacy complies with the
CMEA requirements, including
sales tracking, training, and
self-certification.

aThis implementation guidance in-
cludes recommendations reprinted, with
permission, from references 2-4.

This implementation guidance does
not include all legal requirements and is
intended to enhance diversion preven-
tion controls in the health-system setting
and should complement policies and
procedures required by state, federal, and
local authorities as well as accreditation
agencies.

‘New K. Diversion risk rounds: a reality
check on your drug-handling policies.
Published 2015. Accessed September 20,
2021. http://www.diversionspecialists.
com/wp-content/uploads/Diversion-
Risk-Rounds-A-Reality-Check-on-Your-
Drug-Handling-Policies.pdf
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