
Drug Diversion Incident Workflow Examples
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Concern Identified Concern Reported 

Via Manager, Pharmacy, 
HR, Compliance, Phone, 

Form, etc.

Remaining CORE 
TEAM notified & 
pulled together Does concern have cause 

for further investigation?
YES

System 
communication 
initiated & Core 
Team Meets to 

discuss next steps

NO

Concern 
documented via 

system 
communication 

process

Is there concern to test for cause 
or a patient safety concern(s)?

YES

Follow system test 
for cause policy/
procedure &/Or 
address patient 

safety concern(s)

END
 Incident closed

NO

CORE TEAM 
follows the 
Diversion 

Investigation 
workflow

Concern Identified

Concern Reported 

Via Manager, ADMIN 
Supv, Pharmacy, HR, 

Compliance, Phone, Form, 
etc.

Address immediately? (patient 
safety concern present or need to 

test for cause)

First 
Responder 

Tool/
Guidelines 

Utilized

Core Team notified; 
discusses next steps;  

System 
Communication 

initiated 

Notifies Core Team 
(Area’s Manager/

HR/RX) for follow-up 
during business 

hours

NO

Does concern have 
cause for further 

investigation?

YES

NO
END

 Incident closed

Follow system test 
for cause policy/
procedure &/Or 
address patient 

safety concern(s)

CORE TEAM 
follows the 
Diversion 

Investigation 
workflow

Investigation 
Workflow Started

Do we know 
who/what to 
investigate?

YES
Is there need to place on ADMIN 
leave? (did we test for cause or 

have patient safety concern? NO
Core Team 

gathers 
investigation 

materials 

NO

Core Team consults 
with System 

Program Manager & 
System Security 

Investigators

Can we 
determine who/

what?
YESNO

END
 Incident closed

YES

Manager/HR 
contacts employee 
& places on Admin 

Leave

Follow HR 
ADMIN Leave 

process

ADC Transaction data, chart review, 
Surveillance footage, pump data, 

PSVR, etc.

Core Team reviews 
findings

Is there enough to 
confirm potential 

diversion and continue 
investigation?

NO

No Further actions; 
System 

Communication 
updated

END
 Incident closed

YES

Core Team to assess potential risks 
– should employee be placed on 

Admin leave?
YES

Manager/HR 
contacts employee 
& places on Admin 

Leave

Follow HR 
ADMIN Leave 

process

NO

Core Team plans 
Employee Interview

Conduct Interview

Core Team reviews 
findings, makes 

decision on 
Corrective Action

Able to confirm 
diversion/theft?

YES

Termination

NO

Able to 
substantiate 

policy/procedure 
violation?

YESInitiate Performance 
Improvement & 

Corrective Action
NO

Is there a need to 
continue 

investigation?YES
Determine next 
steps; increased 
monitoring, etc.

NO
 HR documentation 

updated, etc.

System 
Communication 

updated, 
Investigation 

documentation 
updated, Applicable 
notifications made

END
 Incident closed

Employee returned 
from ADMIN Leave

Follow HR 
return to work 

process

Contains System/
Facility specific 

Information (e.g. 
contact info/numbers, 
test for cause info, HR 
references, suspicious 

behaviors,  etc.

Employee placed on 
ADMIN Leave

Follow HR 
ADMIN Leave 

process

Interview Team may include: HR, 
Mgr, Union Steward, Security 

Investigator, Rx

Employee placed on 
ADMIN Leave

Follow HR 
ADMIN Leave 

process

YES
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